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Saatesanat

Tulen kuvaamaan ja kertomaan tietoturva sovelluksen asennuksen ja sen jakamisen tyéasemille, tietoturva
auditointi kdyttaen valmista sovellusta seka merkityksen miksi on tarkeaa etta on eritelty
kayttajatunnuksen roolin mukaan ja miksi ei tule kdyttaa liian jareita tunnuksia laitteiden yllapitoon.

Tama merkityksen tulen ndyttaman tdman dokumentin Tietoturva demo osiossa, jossa “ylennan” itseani
normaalisti Active Directory kayttdjasta Domain Administrator tason kayttajaksi.

Tulen my6s kertomaan miten tdma voidaan estdd, varsin helpoilla toimenpiteilla toimialueen seka
tietoturvan parannuksilla tydasema tasolla.

Virtuaalipalvelimet

Palvelin ympéristd on asennettu Oracle Virtualbox sovelluksen p&alle joka on asennettu Windows 10 1909
koneelle.

Fyysisessa koneessa on muistia 24GB ja suorittimena on Intelin i6700k -suoritin, jossa on nelja ydinta.
Kiintolevyna Virtualbox palvelimille toimii Kingston merkkinen SSD-levy, jolla kokoa n. 960GB. Itse
virtuaalipalvelimet vievét levytilaa n. 181GB

Verkkoalueena toimii 10.0.10.0/24 ja Gateway roolissa toimii Untangle -palomuuri virtuaalipalvelin IP-
osoitteella 10.0.10.1

Palvelimet jotka ovat asennettu tdhan jarno.local -nimiseen Active Directory toimialueeseen seka niiden
roolit lyhyesti kuvattuna seuraavaksi.

INF-DCO1 / 10.0.10.2 / Windows Server 2019 Core
-Domain Controller (FSMO roolien omistaja), DNS-palvelin, DHCP-palvelin, tiedosto palvelin, tulostus -
palvelin.

INF-DC02 / 10.0.10.10 / Windows Server 2016 Core
-Domain Controller sekd DNS-palvelin
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INF-SEPMO01 / 10.0.10.3 / Windows Server 2019 GUI
- Symantec Endpoint Protection Manager-palvelin

INF-SEC01 / 10.0.10.4 / Windows Server 2019 GUI
- Nessus Essentials-palvelin.

Olen my0s asentanut oheiset tydasema kayttdjarjestelmaiset virtuaalikoneet, jotka saavat ip -osoitteensa
INF-DCO1 palvelimet DHCP palvelua kdyttden. Nama tydasemat ovat osana jarno.local toimialuetta.

Windows 10 v1909 Desktop (x64)
Windows 10 v1909 Laptop (x64)
Windows 7 Professional (x64)
Windows XP Professional (x86)

Symantec Endpoint Protection Manager sovelluksen asennus

Seuraavaksi tulen kuvaamaan kuinka tapahtuu Symantec Endpoint Protection Manager (jaljempana SEPM)
palvelimen asennus Windows Server 2019 ymparist6on.

SEPM palvelin tarkoitus on toimia keskitettyna tietoturva sovelluksen hallinta ja ylldpito -palvelimena
jarno.local toimialueella.

Talla palvelimella voidaan jakaa tietoturva sovelluksia erilaisilla komponenteilla tyéasemille ja palvelimille
sekd muuttaa saantoja keskitetysti, miten tietoturva -sovellus toimii tydasemilla ja palvelimilla.

Olen ladannut trial -version jonka tulen asentamaan.

f.—f;l Symantec Endpoint Protection Manager X

— Sy ec Endpoint Protection

() '

The Installation Wizard will perform the following steps:
= Install the management server and console

& Configure the management server
& Create the database

Click Next to begin.

szma ntec. WARNING: This program is protected by copyright law and international treaties.

o
Asennuksen kaynnistyksessa tuleen ensimmaiseksi ikkuna joka kertoo mita tulemme asentamaan ja
missakin jarjestyksessa. Next.
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ﬂ Symantec Endpoint Protection Manager X
License Agreement J

SYMANTEC SOFTWARE END USER LICENSE AGREEMENT

SYMANTEC CORPORATION (IF YOU ARE LOCATED IN THE AMERICAS OR THAILAND) OR
SYMANTEC LIMITED (IF YOU ARE LOCATED IN ANY OTHER COUNTRY) (‘SYMANTEC") IS
WILLING TO LICENSE THE SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR THE
LEGAL ENTITY THAT WILL BE USING THE SOFTWARE (REFERRED TO AS “YOU" OR “YOUR")
ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS AND CONDITIONS OF THIS
SYMANTEC SOFTWARE LICENSE AGREEMENT AND THE PRODUCT USE RIGHTS
SUPPLEMENT (AS DEFINED BELOW) (COLLECTIVELY, THE “LICENSE AGREEMENT"). READ
THE LICENSE AGREEMENT CAREFULLY BEFORE USING THE SOFTWARE. THIS IS A LEGAL
AND ENFORCEABLE CONTRACT BETWEEN YOU AND SYMANTEC. BY DOWNLOADING, v

(@1 accept the terms in the license agreement Print
(1 do not accept the terms in the license agreement

<onck o
Seuraavaksi luemme tarkasti lisenssi ehdot. Next.

48 Symantec Endpoint Protection Manager .S
Destination Folder J
Click Next to install to this folder, or click Browse to install o a different folder. Symantec.

= Install Symantec Endpoint Protection Manager to:
\j C:\Program Files (x86)\Symantec\Symantec Endpoint Protection Manager\ Browse...
Free disk space on C:\drive (system drive): 53,61 GB
CPU(s): 1
Physical Memory: 4,00 GB

Recommended Installation Requirements:

CPU(s): 4
Physical Memory: 8GB
Free disk space for system drive (C:\): 4068

<Back Cancel
Taman jalkeen ohjelma ehdottaa asennus kansiota seka tarkistaa ettd palvelimella on tarpeeksi resursseja,
jotta asennus voidaan suorittaa. Tdssa tapauksessa minulla on vain 4GB muistia, vaikka Symantec suosittaa,
etta olisi 8GB muistia, mutta voimme jatkaa tasta huolimatta asennusta. Next.

8 Symantec Endpoint Protection Manager X
Ready to Install the Program /
The wizard is ready to begin installation. Symantec.

The installer has determined that your system meets the installation requirements for disk space, CPU and
physical memory. Click Install to begin the installation.

1f you want to review or change any of your installation settings, cick Back. Click Cancel to exit the wizard.

<ok Cancel
Seuraavaksi ryhdymme itse asennukseen, kun asennus on varmistanut, etta kaikki tarpeellinen resurssi on
saatavilla. Install.
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8 Symentec Endpoint Protection Manager - e
Installing Symantec Endpoint Protection Manager

The program features you selected are being installed. ‘/Symantec.

_Ad Please wait while the Installation Wizard installs Symantec Endpoint Protection Manager. This may take
5P several minutes.

Status:

Oheinen asennus dialogi ilmestyy seuraavaksi ja odotamme etta se valmistuu.

#5 Symantec Endpoint Protection Manager X

(\ Management Server and Console Installation Summary

\ QP) The Installation Wizard has successfully installed Symantec Endpoint Protection
. Manager. Click Next to begin the configuration wizard.

«  Install the management server and console
= Configure the management server
= Create the database

Click Next to configure the management server.
\/Symantec.
Nyt kun olemme saaneet asennettua palvelimen ja konsolin, niin jatkamme tietokannan asennukseen.
Next.

P Management Server Configuration Wizard — b4

@ Welcome to the Management Server Configuration Wizard

g
¥ Instaliation Please select a configuration type.
[S1=1=1=1=] ===~
guration for new i liation {fewer than 500 clients)
Select this option to configure a i senver that ges fewer than 500 clients and uses an embedded database.
B Server Configuration Custom configuration for new installation (more than 500 clients, or custom settings)

Select this optien to configure a server that manages more than 500 clients or uses Microsoft SQL database, or if you plan to

I
'

'

'

'

'

'

'

'

'

:

i + Default
'

'

'

'

'

'

'

:

| install multiple management servers.
'

'

Seuraavaksi valitsemme oletuksen, eli meilla on alle 500 tydasemaa jota haluamme hallinnoida.
Voimme myds maarittad, ettd luomme oman SQL-tietokannan mutta tassa tapauksessa Symantecin oma
sisddnrakennettu tietokanta palvelin riittdd meidan asennus tarpeisiin. Next

[ Management Server Configuration Wizard = X
@ Create a system administrator account. The password will be reguired to log on to the management console.
" Instaiiation Company name; Jarno Local
[elel= = ST=T=1==1=} User name: admin

Password:*

Confirm password:®
E Server Configuration

[~ isis

Pazsword Strength: Strong
The pazswaord selected here is uzed for both the administrator password and the databaze password. If you change the administrator
password after installation, the database password wil not change.
i -
Bl address email.address@snme.locai

The server sends notifications and password recovery information to this address. 3
Taman jalkeen maaritdmme yrityksen tiedot, sekd paakayttdjan tunnuksen seka salasanan.
Myds tassd kohtaa pitdd maarittaa sahkdpostiosoite mihin voidaan |dhettaa viesteja jarjestelmasta.

Huomio, ettd tassa tapauksessa olen antanut tahan keksityn sahkdpostiosoitteen. Next.
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@ Management Server Configuration Wizard s be
'
Run LiveUpdate
+ Installation Symantec recommends that you run Livel pdate during instaliation. LiveUpdate requires maximum computer resources and might take a
[YaTatatalatatalelal few hours to complete, depending on your server configuration and network bandwidth.

+ Run LivelUpdate during i !

B Server Configuration
[*1=1=]*] I Partner Information (Cpticonal)

Tdssa maaritamme seuraavaksi, etta Symantec hakee tuoreimmat sovelluspaivityksen seka
virustietokantakuvakset asennuksen aikana. Next.

I Management Server Configuration Wizard — bs
@ Server Data Collection
" Installation v Send pseudonymous data to Symantec to receive enhanced threat protection intelligence
[=lmTmTaTal =TT aTnla] This data provides the following benefits:

@ Improved detection of targeted attacks on your endpoints
® Optimized product performance

After Symantec Endpoint Protection Manager is enrolled in the cloud portal, this setting is automatically turned on.
& Server Configuration

[=1=1=[=1= =l

Learn more about data collection

“iew privacy statement
Nyt voimme sallia, ettd meidan palvelin lahettdaa pseudonyymisuus tietoa Symantecin palvelimelle.
Tama mahdollisesti voi parantaa myos tietoturvaa yleisella tasolla. Next.

The database is being created and initialized. Depending on your
environment and bandwidth, it can take some time to complete.
Please be patient while the process completes.

Intializing Database...

2%

Seuraavaksi tapahtuu itse tietokannan luonti. Tassa voi kestaa tovikin, joten tassa vilissa voi kdyda
ottamassa esimerkiksi kupin kahvia tai teeta.

@ Management Server Configuration Wizard — x
@ Configuration completed
Mote that instaling Symantec Endpoint Protection Manager does not install the Symantec Endpoint Protection client on this computer. You
" [nsisllation should also install the Symantec Endpeint Protection client.
[S1=1==1=T=1={=T=]~]

*ou can run this wizard at a later time from the Start menu on this computer.

+ Launch the Symantec Endpoint Protection Manager

" Server Configuration

[lelsl=l===T= =T
Ja lopuksi kun tietokanta on muodostettu onnistuneesti, voimme asennuksen lopuksi kdaynnistdada Symantec
Endpoint Protection Manager sovelluksen. Finish.
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v Symantec.

Symantec
([D Endpoint Protection Manager
User name:
Password:

Server: inf-zepm1.5443

Log On Exit Options ==

Kun valitsemme ettd asennuksen jalkeen kdynnistetdadan SEPM sovellus automaattisesti, niin seuraavaksi
meita pitdisi hetken paasta kohdata tallainen ikkuna.
Tahan annamme asennuksen aikana luodut paakayttdja tunnukset. Log On

Logging on to the management server

This may take several seconds...

Taman jalkeen odotamme hetken, kun kirjaudumme sisdlle jarjestelmaan.
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() Symantec EndJ

Getting Started
on Symantec Endpoint Protection

@ @ Introducing Sy|

Home

Security Statu:
Required tasks

Complete these tasks immediately to fully protect your computers.

N Run LiveUpdate now
Last content download:14. huhtikuuta 2020 kio 9.44.10

Activate your product
Your license must be activated by 13.6.2020 EEST

© No unacknowledgd
Install the client software on your computers

Endpoint Statuyl

Common tasks

These common tasks can help you to better manage and protect your client computers.
Endpoint Protectior|

Total Endpoints
Up-to-date
1 Out-of-date

Launch the cloud

Move clients between groups

Host Integrity Fal

“Endpoints can be counte|
one category

Run commands on a group or a client

Computers needing Learn about the product

Take a feature tour
i Definiti

Latest from Symante:
Latest on Manager:

v Symantec.

L Refresh Help Log Off

Licensing Details

Security Response
Latest Security News

rus Definitions and Security Updates

Spyware and Risks

© ©o © © © o
© © © © © ©

Targets Aftacked

Inory Exploit Mitigation Detections

Meille avautuu nyt pdanakyma, jolla voimme hallinnoida SEPM palvelua ja siihen liitettya tydasemia.Close
Vasemmalla sivupalkissa on navigointi painikkeet, joilla saamme valittua eri hallinta nakymia.

Servers 9
£ servers
NRieE File Fi intUpdate  Full
B- iy Local Ste (My Site)
General Email Server Directory Servers Proxy Server
inf-server01
localhost Directory Servers
Name Type Properties.
@ Add Directory Server X Add..
General Replication Servers
Name: inf-dc01
Server Type: * Active Directory LDAP
Synchroniz
Server IP Address or Name:  inf-dc01.jarno.local
& Editthe server properties
98 Delete Selected Server Schedule
{3 Manage Server Certificate
¥ Configure SecurlD Authentication
User Name: Administrator
/¥ Configure VIP Authentication
¥ Configure Smart Card Authentication Password G nbritvind
M it ee i ain ¥ Use Secure Connection
B> Export Server Properties
OK Cancel Help
OK Cancel Help

Meidan pitaa tuota olemassa oleva Active Directory tieto SEPM sovellukseen, jotta voimme hallinnoida

koneita Active Directory Organisaatio Yksikko tasolla. Pddsemme tdhan madaritykseen vasemmalta
Admin -> Servers -> Local Site -> inf-server01 -> Edit server properties -> Directory Servers -> Add

Jossa annamme sitten tiedot toimialueesta, kuten palvelin sekd tunnuksen jolla luomme Active Directorysta
tietoa. Tahan voinee kayttdd muutakin tunnusta kuin Administrator, riittdnee tunnus joka voi lukea vain

tietoa, tyyliin Domain Users tason tunnus. OK
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0 symantec Endpoint Protection Manager

Clients
W Integrate with Organizational Unit Tree X
Domain:  inf-dcl Refresh
jarno ==
Computers
Domain Controlers
=] Root
=] Computers
Developers .
Finance i
T
Tasks Sales
E+ Install a cliznt @
Deskto
q}l Adda group os
Laptops
¢| Import Organizational Unit or Contal
Servers
mand on the group Groups
-
0K Cancel Help

Taman jalkeen voimme vasemmalta Import Organizational Unit or Container kautta valita domain ->inf-
dc01 ja valita jarno -> Root -> Computer -> SEP-Pilots Organisaatio Yksikon jonka jasenida voimme
hallinnoida seka asentaa SEP tietoturva sovelluksen. OK.

Clients

My Company
Default Group

Domain Controllers

Ja nyt meilld ndkyy tdman valitun Organisaatio Yksikkoé puu vasemmalle Clients ndkymdssa.

Tassa vaiheessa olemme siis saaneet asennettua SEPM sovelluksen.
Seuraavassa osiossa luomme asennus paketin ja asennamme sen etdna tydasemille SEPM hallinnan kautta.

Symantec Endpoint Protection sovelluksen asennus
Avaamme siis SEPM hallinta paneelin, ellei sita ole jo valmiiksi avattu ja menemme vasemmalta Clients
nakymaan ja valitsemme Install a Client.
Tasks
D,,, Install a client
Add a group

Import Organizational Unit or Container

Run a command on the group

Search clients

Set display fitter
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@ Client Deployment Wizard *
Select Deployment Type

\/ Symantec.

Welcome to the Client Deployment Wizard

Use thiz wizard to install the protection client on computers in your network or update existing client communication settings.
Click to view the Install Client tour

Note: For instructions to install the client on a computer that runs Symantec Mail Security or Symantec Scan Engine, see the Symantec Technical Support
knowledge base article:
Click here

* [New Package Deployment

Select packages from the server and specify client group and
features.

Taman jalkeen meille avautuu maaritys velho, jossa ensimmaiseksi valitsemme New Package Deployment
(oletus) Next.

U Client Deployment Wizard x
Select Group and Install Feature Sets

v Symantec.
Install Packages: Windows - Symantec Endpoint Protection version 14.2.5569.2100 - English
This selection includes:
WINE4BIT: Windows - Symantec Endpoint Protection version 14.2.5569.2100 - English (14.4.2020)
WIN32BIT: Windows - Symantec Endpoint Protection version 14.2.5569 2100 - English (14.4.2020)

Group:

Browse...
Install Feature Sets: Protection for Active Directory

Installs Symantec Endpoint Threat Defense for Active Directory. Network, web, and behavior protection technologies are not
installed.

Some security features are not supported on some platforms. Please refer to product documentation for details.

Install Settings: Default Standard client installation settings for Windows

Options...
Content Options:

Uncheck this option to create a smaller client installation package that does not include virus definitions but dees include all

other content. After the client is installed, run LiveUpdate immediately on the clients to download the virus definitions.
Seuraavaksi voimme maarittda ominaisuuksia, mutta tassa tapauksessa menemme valinnalla Protection for
Active Directory sekd Default Standard client installation settings for Windows. Next.

W Client Deployment Wizard

bt
Install Symantec Endpoint Protection to Remote Computers
Choose your preferred installation method.

v Symantec.

Save Package

Creates an executable installation package, but does not distribute protection software to remote computers.

* [Remote Push

Creates a client installation package and pushes the package onto client computers. The package instals automatically on the computers.
Preparing for Remote Push Installation

‘Web Link.and Email

Creates a client installation package and an email template o you can send an email notification with download instructions to users.

F o

,r:"\ The web link installs the latest installation package that you specified. If you re-run the wizard and select a different installation package,
the web link directs to the latest selection cnly. Y'ou cannot assign more than one installation package to the same group.

Nyt vield maaritdmme tavan jolla asennamme paketin tydasemalla, tdssa tapauksessa valitsemme
etdasennusta varten Remote Push. Next.
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Computer Selection
Select the computers to receive the client i Hati k or the ication settings. szmantal:

Browse or search the network for computers on which you want to install the protection client.

Available Computers: Install Protection Client on:
Configure Metwork Timeout ..
Computer Type Current Protection
Browse Network Search Network :
@ Login Credentials X
= Wicrosoft Windows Network
= JARNOD
NF-DCOZ The default Administrator account on the client computer INF-DCO2
INF-SECO1 (10.0.10.10} must be used to install Symantec Endpoint Protection
INF-SEPMO

Login Credentials

> User name: Administrator
Password: [TITITITTITT T
Domain or Workgroup: jarno.local

oK Cancel

Valitsemme INF-DCO2 lisédmme sen asennettavien koneiden joukkoon klikkaamalla kahta hakasulje nappia
oikealla. Tdman jalkeen saamme vield ikkunan jossa kysytdaan tunnuksia jolla voidaan asennus tehda talle
palvelimelle. OK.

Ingtall Protection Client on:

Computer Type Current Protection

inf-dc02 (10.0.10.10) 64-Bit Unprotected

Taman jalkeen palvelin ilmestyy oikealle ikkunassa ja my6s kertoo tiedot palvelimelta (perus) seka on siella
jo asennettu olemassa olevaa tietoturvasovellusta. Next.

@ Client Deployment Wizard ®
Install Symantec Endpoint Protection Client .
Install the client software or communication updates on the computers listed below. V(Symantec.

“ou are about to send client software to the following computers:

Computer Description Type Current Protection

inf-dc02 (10.0.10.10) Windows Server 2016 Standard Evaluation... B4-Bit Unprotected

Lopuksi saamme vield vahvistus ikkunan jossa ndkyy koneet johon olemme asentamassa SEP-sovellusta.
Send.

Deploying Client Remotely
Protection software is being sent to your computers now. szmantec.

Ceployment time varies depending on the network speed and the number of computers that you have selected to receive the softwars,
Total progress: 0% finished. 0 out of 1 clients are deployed.

0%

Computer Description Type Status

inf-dc02 (10.0.10.10} Windows Server 2016 Stan... &54-Bit ‘;ﬂ 0

Seuraavaksi tulee ikkuna jossa nahdaan, etta SEPM palvelin yrittaa lahettaa ja asentaa SEP sovellusta inf-
dc02 palvelimelle.
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@ Client Deployment Wizard *
Deployment Summary
31 £t o s Sk s 10 R S e \/Syrnantec.

Symantec Endpoint Protection Manager sent the installation files to the selected computers. Review whether the installation succeeded on the
Clients tab. ¥ou can also check the Deployment Reports, at Reports = Computer Status.

Client protection depioyment summary: 1 succeeded, 0 failed.

Computer Description Type Deployment Status
inf-dc02 (10.0.10.10) Windows Server 2018 Stan B4-Bit Successful

Ja nyt asennuksen jalkeen ndemme, ettd asennus on onnistunut. Next.
@ Client Deployment Wizard *

Client Deployment Wizard Complete \/FSymantec

The installation files were sent to the computers that you selected.

Ja lopuksi tulee vield vahvistus, etta kaikki asennuksen onnistuneet. Finish.
Clients

My Company y
S Domain Controllers Policy serial number: 2798-04/15(2020 17:45:07 641

Default Group

Domain Controflers
Clients Policies Details Install Packages

SEF-Filots
View: Default view All users and computers Fiter
Name Health State Logon Useror Computer Last Time Status Changed  Virus Definition
& INF-DCOA Onling Administrator 17. huhtikuuta 2020 13:24 Mot available
& inf-dclZ Onling MNone: 17. huhtikuuta 2020 13:24 Mot available

Voimme nyt vield varmistaa, ettd asennus on onnistunut, kun tama palvelin ilmestynyt SEPM hallinnassa
Clients ndkymaan ja palvelin nimen kohdalla on vihrea pallo, joka tarkoittaa, etta silld on myoés yhteys
meidan SEPM palvelimelle ja voimme sita hallinnoida.

Tassa tapauksessa inf-dc02 palvelin ilmestyi Default Group kansioon, kun se ei ollut SEP-Pilots
Organisaation Yksikon alla, kun se oli Domain Controllers kansiossa Active Directoryssa. Joten jouduin hiiren
oikealle ottamaa Move inf-dc02 ja siirtdam&an sen Domain Controllers (jonka olen my6s kasin luonut SEPM
hallintaan) kansioon, yhdessa jo toisen Domain Controller koneen kanssa inf-dcO1.
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Voimme myos luoda ns. manuaalisia asennus paketteja, mikali emme voi tai halua asentaa Remote Push
toimintoa kayttaen.

Tama tapahtuu menemalld vasemmalla Admin -> Install Packages ndkymaan
) Symantec Endpoint Protection Manager LatestAlerts Refresh Help LogOfi

Install Packages

it Ins

Client Install Package

Clerthsiat Package Name Platform Type Version Created Time
Symantec Endpoint Pr. ‘Windows 54bit ‘Symantec Endpoint Pr. 14.2.5569.2100 14, huhtikuuta 2020 k!
Symantec Endpoint Pr. Windows 32bit Symantec Endpoint Pr. 14.2.5568.2100 14. huhtikuuta 2020 k..
Symantec Endpaoint Pr. Mac Symantec Endpoint Pr. 14.2.5569.2100 14. huhtikuuta 2020 k.
Symantec Endpoint Pr. % Linux RPM Symantec Endpoint Pr. 14.2.5568.2100 14. huhtikuuta 2020 kL.,
Symantec Endpoint Pr. ' Linux DPKG Symantec Endpoint Pr. 14.2.5569.2100 14. huhtikuuta 2020 k..

Package Symantec Endpoint Protection version 14.2.5569.2100 for WING4BIT has been assigned to the following groups:
My Company'SEP-Pilots\Laptops
My Company'SEP-Pilots\Servers

My Company!SEP-Pilots\Desktops
Set User informal

Administrators
Domains
Servers

Install Packages

Josta sitten hiiren oikealla valitsemme esimerkiksi ylimman paketin SEP x64 version ja otamme Export

Client Install Package

Package Name Platform Type Versgion Created Time

Symantec Frinaint Dr Windows G4bit Symantec Endpoint Pr...  14.2.5588.2100 14, huhtikuuta 2020 k...
Add...

Symantec Export Windows 32bit Symantec Endpoint Pr...  14.2.5569.2100 14, huhtikuuta 2020 k...
Delete 7 ;

Symantec Mac Symantec Endpoint Pr...  14.2 5589 2100 14, huhtikuuta 2020 k...
Properties

Symantec Enapoint ©r.., » Linux RPM Symantec Endpoint Pr... 14.2.55659.2100 14, huhtikuuta 2020 k...

Symantec Endpoint Pr... 5 Linux DPKG Symantec Endpoint Pr...  14.2.5559.2100 14, huhtikuuta 2020 kl...
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W Export Package: Symantec Endpoint Protection version 14.2.5569.2100 for WING4BIT ?

Use exported packages to manually install a client, or to serve the package from a URL for auto-upgrade. Note: for auto-upgrade installation, do not create a single |EXE file.

Expaort folder: CiUsers'da.jarno‘\Documents Browse...
v Create a single .EXE file for this package

F and S Ie} Export Settings
Select the security features for this package:

+ Export a managed client

Full Protection for Clients Export an unmanaged client

Some security features are not supported on some platforms.

v Export packages with policies from the following groups
Pleaze refer to product documentation for details

= My Company
Select the installation settings for this package:
Default Group

Defautt Standard client installation settings for Windows Domain Controlers

SEP-Filots

v Include virus definitions in the client installation package v

Uncheck this option to create a smaller clisnt instaliation
package that does not include virus definitions but does i
include all other content. After the client is installed, run =
Livellpdate immediately on the clients to download the

virus definitions.

Laptops

Policy Mode

Computer mode applies the policies to all users of the protected
computer. User mode applies the policies based on which user is
Ingged on to the protected computer.

*+ Computer mode User mode

Tassa ensin valitsemme kansion jonne paketin luodaan (Export Folder), sen jalkeen mikd ominaisuus ja
asetus asetukset tulee paketilla (Full Protection for Clients), sitten valitsemme mihin kansioon ndma koneet
ilmestyvat SEPM hallinnassa, téssa tapauksessa Desktop. Sekd asennus tapana valitsemme Default Standard
client installation settings for Windows. Policy Mode: en piddmme oletuksena, eli Computer mode. Ok.

T Exporting Package... *

Meszages:

Preparing...

Working on Group My Company\SEP-Pilots\Desktops...
Creating folder: C:\Users\da. jarno\Documents\My Company_SEF
Retrieving the group Management Server List...
Retrieving the package data from the management server...

4 1l ]
Cancel

Taman jalkeen SEPM alkaa luomaan asennuspakettia meidan valitsemilla asetuksilla.

@ Exporting Package... X

0 Completed successfully
Preparing...

Working on Group My Company\SEP-Pilots\Desktops...
Creating folder: C:\WWsers\da. jarno\Documents\My Company_SEP-Pilots_Desktops_WING4BMSymantec Endpoint Prote
Retrieving the group Management Server List.
Retrieving the package data from the management server...
Retrieving the group policy from the management server..
Saved the group policy...
Saved the group Intrusien Prevention file...
Madifying the configuration files...
Creating a single .EXE fie
Finishing

Messages;

Finished.

L] ] 3
Close

Ja taman jdlkeen vield tulee vahvistus, etta kaikki on mennyt onnistuneesti lapi ja paketti on luotu. Close.
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Ja voimme vield lopuksi tarkistaa SEPM palvelimen kansiosta C:\Users\da.jarno\Documents\My
Company_SEP-Pilots_Desktops_WIN64BIT\Symantec Endpoint Protection version 14.2.5569.2100 — English,
ettd sinne on generoitunut asennus paketti.

| 4 = | Symantec Endpoint Protection version 14.2.5562.2100 - English = m} X
Home Share View e
“— S <« My.. » Symantec Endpoint Protection version 14.2.5569.210.., ~ O Search Symantec Endpoint Pr... @

MName . Date modified Type Size

3 Quick access

setup.exe 17.4.202013.39 Application 202 B35 KB
[ Desktop + 8 zetup. i

Nd&in olemme siis asentaneet etidna ja luoneen asennuspaketin SEP asennuksia varten. Seuraavaksi kerron
miten voimme auditoida meidan toimialueen tietoturvaa kayttden Nessus Essentials sovellusta.

Nessus Essentials asennus

Tulen asentamaan Nessus Essentials tietoturvakartoitus sovelluksen INF-SECO1 Windows Server 2019
palvelimelle. Talla sovelluksella voimme auditoida toimialueen koneita ja luoda nakemysta olemassa
olevasta tietoturvasta ja mahdollista uhista siihen liittyen.

Asennus paketin saa vapaasti ladata https://www.tenable.com/products/nessus/nessus-essentials sivulta,
ainoa mitd pitdad tehda on anoa ilmainen aktivointi tunnus asennusta varten.

B

Welcome to the InstallShield Wizard for
Tenable Nessus (x64)

The InstallShield{R) Wizard will install Tenable Messus {x&4) an
your computer, Ta continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

otk e
Kaynnistdmme asennus paketin, jolloin saamme oheisen dialogin. Next.
ﬁ Tenzble Nessus (x64) - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

*+*IMPORTANT **+

THIS AGREEMENT IS INTENDED T0 BE LEGALLY BINDING. BY CLICKING
THE “AGREE" OR “ACCEPT" BUTTON BELOW AND/OR CONTINUING TQ
DOWNLOAD, INST4LL OR USE TENABLE SOFTWARE AND OR SERVICES
(OR AUTHORIZING/ALLOWING 4 THIRD PARTY T¢ DO S0 ON IOUR
BEHALF), YOU INDICATE:

{1) YOUR ACCEPTANCE OF THIS AGREEMENT;

{2) YOU ACKNOWLEDGE THAT YOU HAVE READ 4LL OF THE

TERMS AND CONDITIONS OF THIS AGREEMENT. UNDERSTAND ¥

(®) 1 accept the terms in the license agreement
(0)1 do not accept the terms in the license agreement

Installshield

T e
Luomme lisenssi ehdot tarkasti lapi. Next.



Sivu 15/ 29

#3 Tenable Nessus (xB4) - InstallShield Wizard x

Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder,

Install Tenable Nessus (x64) to:
.~/ c:\Program Files\Tenable Nessus\ T

<ok Cancel
Valitsemme asennus kansion, menemme oletuksella. Next.

42 Tenable Nessus (x64) - InstallShield Wizard X
4

<

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your instalation settings, dick Back. Click Cancel to
exit the wizard,

<Back [ Gmstal | Cancel
Taman jalkeen olemme valmis asennukseen. Install.

fT‘ Tenable Nessus (x64) - InstallShield Wizard - x
{
Installing Tenable Nessus (x64) ﬂ
The program features you selected are being installed. S

[d] Please wait while the InstalShield Wizard installs Tenable Nessus (x64). This
2 may take several minutes.

Status:

Cancel

Nyt odotamme, ettd asennus valmistuu.
(7 WinPcap 4.1.3 Setup - X

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation,

For more information or support, please visit the WinPcap
home page.

http: /fwww . winpcap.org

Asennuksen aikana joudumme asentamaan osana Nessusta WinPcap -sovelluksen.
Tama on osana verkon ja niiden pakettien analysointia varten. Next.
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€57 WinPcap 4.1.3 Setup — *

| U . License Agreement
\, _L ﬁ caP Please review the license terms before installing WinPcap 4.1.3.

Press Page Down to see the rest of the agreement,

(Copyright (c) 1939 - 2005 NetGroup, Palitecnico di Tarino (Italy). ~
ICopyright {¢) 2005 - 2010 CACE Technologies, Davis (California).

(Copyright {c) 2010 - 2013 Riverbed Technology, San Francisco (California).

\All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retsin the above copyright notice, this list of
iconditions and the following disdaimer.
2 Redistribuuor_vs \n_b__\nary fo_rm_must reproduce the above copyright notice, thislistof w

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4.1.3.

<Back Cancel
Luomme jalleen tarkasti lisenssiehdot. | Agree

(5 WinPcap 4.1.3 Setup . X

|U > Installation options
WIN caP Flessereveu the folaning optons befre nstaling Wirecap

Automatically start the WinPcap driver at boot time

<Back Cancel
Ja vield varmistamme, etta winPcap kdynnistyy palvelimen kdynnistyksen aikana. Install.

(5 WinPcap 4.1.3 Setup —

Completing the WinPcap 4.1.3
Setup Wizard

WirPcap 4.1.3 has been installed on your computer.

Click Finish to dose this wizard.

Ja hetken paasta asennus on suoritettu. Nyt voimme jatkaa taas itse Nessus sovelluksen asennusta. Finish.

ﬁ Tenable Nessus (x64) - InstallShield Wizard — e

Installing Tenable Nessus (x64)

The program features you selected are being installed.

I Please wait while the InstallShield Wizard installs Tenable Nessus (x64). This

¥ may take several minutes.

Status:
Updating Messus User Interface

Nyt siis jatkuu taas itse Nessus sovelluksen asennus.
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ﬁ Tenable Nessus (x64) - InstallShield Wizard 5

Instalishield Wizard Completed

The InstallShield Wizard has successfully installed Tenable
Messus {(x64), Click Finish to exit the wizard.

< Back Finish Cancel

Ja lopuksi asennus on suoritettu onnistuneesti loppuun. Finish.

Taman jalkeen kdynnistyy automaattisesti oletus Internet -selain ja avaa osoitteen
http://localhost:8834/WelcomeToNessus-Install/welcome jossa voimme jatkaa asennusta.

@LETS

Welcome to Nessus

Choose how you want to deploy Nessus. Select a
product to get started.

© Nessus Essentials
@ Nessus Professional
. Nessus Manager

@ Managed Scanner

Continue

Seuraavaksi valitsemme tuotteen jonka haluamme asentaa. Tassa tapauksessa Nessus Essentials. Continue

nessus

Essentials

Get an activation code

To receive an email with a free Nessus Essentials
activation code, enter your information.

If you already have an activation code, skip this

Tassa annamme tiedot jolla luomme ilmaisen aktivointikoodin. Anna tdhan sopivat tiedot. Email



Sivu 18 / 29

nessus

Essentials

Register Nessus

Enter your activation code.

Activation Code *

B Register Offline

Settings Back Continue

Kun olemme antaneet tiedot niin sydtdamme tahan Activation Code kenttddn koodin, jonka olemme saaneet
sahkopostilla mita kdaytimme edellisessa ikkunassa. Continue.

nessus

Essentials

Create a user account
Create a Nessus administrator user account. Use this
username and password to log in to Nessus.

Usermname *

admin

Password *

SUbrni-t

Nyt luomme paakayttdjan tunnuksen ja salasanan Nessus Essentials hallintaa varten. Submit.

( Ynessus

Initializing

Please wait while Nessus prepares the files needed

1o scan your assets.

Downloading plugins...

Taman jalkeen asennus kdy vield lataamassa tietoja Nessuksen palvelimelta, kun pluginsit. Téssd menee
hetki ja voit taas kdyda tadssa valissa hakemassa lisaa kahvia tai teetd. Myos lounaskin on mahdollista.
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( Ynessus

Initializing

Please wait while Nessus prepares the files needed
to scan your assets.

Compiling plugins...

Kun tarvittavat komponentit on saatu ladattua, niin tehdaan viela pluginien rakentaminen. Tassakin menee
se toinen tovinen.

Kun tdma on mennyt ldpi, olemme onnistuneesti asentaneet Nessus Essentials sovelluksen.

Seuraavaksi aloitamme auditoinnin asennuksen jalkeen.
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Nessus Essentials auditointi

Welcome to Nessus Essentials

Targets
= 10.0.10.0/24

Kun nama komponentit on ladattu ja rakennettu, avautuu tervetuloa ikkuna eteemme. Téhdn voimme
antaa skannattavien koneiden ip -osoitteet tai vaihtoehtoisesti koko aliverkon mitad halutaan skannata.
T&ssa tapauksessa annan oman jarno.local toimialueen aliverkon 10.0.10.0/24 Submit.

My Host Discovery Scan Results

P DNS

100.103 inf-sepm01jamo.local
100.10.4 INF-SECO1jamo.local
100.10.10 inf-de02jamo.ocal
100.10.1 firewall jarno local
100.102 INF-DCOTjamolocal
10.0.10.50 win10desktop,jama.local
100.10.52 WIN10LAPTOP jama.local
100.10.54 winxp-projarnoJocal
100.1055 win7Projamo.local

sk
Kun kartoitus on tehty, niin ndimme koneet jota tullaan skannaamaan. Run Scan.

My Basic Network Scan Configure

< Back to My Scans

Hosts 2 Vulnerabilities 8 Histary
Filter =
Haost Vulnerabilities % Scan Details
Status: Running ¥
Start: Taday at 4:01 PM
100103
Vulnerabilities
100104 /|
® Critical
Medium
1001050 b
L]
1001054 o |
100101 N

Taman jalkeen avautuu Network Scan ikkuna, jossa voi seurata skannauksen edistymista. Tassa menee tovi,
jos toinenkin, riippuen montako konetta kdydaan lapi.



ly Basic Network Scan Configure  Audit Trail Launch = Report ¥ Export
€ Back to My Scans

Hosts 9 Vulnerabilities | 47 History
Filter = 9 H
Host Vulnerabilities - Scan Details
10.0.10.3 87 Policy: Basic Network Scan
Status: Completed
Start: Today at 4:01 PM
Elapsed: 10 minutes
10.0.10.1 37

Vulnerabilities

100104 L a ]
’F ® Critical
100.1055 ® g
Medium
® Low
0° EE— -
Info
1001050

1001052

Ja kun skannaus on ohitse, ndemme meidan yleiskuvan meidan tietoturvatilanteesta.

My Basic Network Scan / Plugin #73182 Configure Audit Trail
€ Back to Vulnerabilities

Hosts 9 Vulnerabilities 47 History

Microsoft Windows XP Unsupported Installation Detection

Description
The remote host is running Microsoft Windows XP. Support for this operating system by Microsoft ended April 8th, 2014.

Lack of support implies that no new security patches for the product will be released by the vendor. As a result, it is likely to
contain security vulnerabilities. Furthermore, Microsoft is unlikely to investigate or acknowledge reports of vulnerabilities.

Solution
Upgrade to a version of Windews that is currently supported.

See Also

http://www.nessus.org/u?

http:/fwww nessus.org/u?321523eb
https://blogstechnet microsoft.com/filecab/2016/09/16/stop-using-smb 1/
http:/fwww.nessus.org/u?8dcabSe4

Output
No output recorded.

Port . Hosts

/A 10.0.10.54

Ja kun avaamme Vulnerabilites valilehden, niin voimme nahd4, etta ainakin yksi Critical tason

tietoturvavaroitus tulee meidan toimialueen Windows XP koneesta.
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Tietoturva demo: / AD User -> Domain Admin

Eli Iahtotilanne on se, ettd meilla Win10Desktop tietokone johon meilla ei ole paikallista Administrator
tason tunnusta.

Kdytdmme kirjautumiseen jarno.nousiainen@jarno.local joka on normaali Domain Users ryhman jasen
Active Directoryssa.

Eli haluamme aluksi saada tietokoneelle Win10Desktop Administrator tason tunnukset. Tahdn voidaan
kayttaa joko tyodkalua jolla voimme nollata Win10Desktop Administrator kdyttajan salasanan, tai
vaihtoehtoisesti korvata ns. Stickey Keys toiminnon Command Prompt sovelluksella.

Tama siksi, kun tama Stickey Keys voidaan jo kdynnistdad ennen kirjautumista koneelle ja tama Stickey Keys
suoritetaan System -tason tunnuksella. Talléin voimme esimerkiksi komennolla ”net user Administrator
password!!” resetoida Administrator kdyttdjan salasanan ja voimme sitten kirjautua paikallisesti
Administrator tunnuksella.

Eli aloitamme kdynnistamalla Win10Desktop Windows 10 kaynnistys .ISO imagella ja menemall3 sielta
Repair your computer toimintoa pitkin tiedostojarjestelmaan kiinni.

A Windows 10 Desktop [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

4 Windows Setup

am Windows:

Install now

Choose an option

Continue
Exit and continue to Windows 10

Troubleshoot
Reset your PC or see advanced options

Turn off your PC

Josta valitsemme Troubleshoot
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© Advanced options

| Startup Repair | System Restore
Fix problems that keep Windaws from Use a restorz paint recorded on your
leading PC to restore Windows

J Command Prompt | System Image

Use the Command Prampt for rT | Recovery
advanced troubleshooting 'BEEE | Fecover Windows using a specific

® | system image fie

1 Uninstall Updates
Remove recently installed quality or
feature updates from Windows

Seuraavaksi valitsemme Command Prompt, jotta pddsemme tiedostojdrjestelmaan kasiksi.

ﬂ Windows 10 Desktop [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B Administrator: X:\windows\SYSTEM32\cmd.exe

Ja kuten tastda huomaamme, levykirjaimen D:\ alta |6ytyy Windows asennuksemme

Di

Eli ensimmaiseksi kopioimme sethc.exe d:\ juuren talteen, jonka jalkeen kopioimme cmd.exe sethc.exe
nimiseksi.
Taman jalkeen voimme kadynnistaa tietokoneen uudelleen normaalisti takaisin Windows 10 tilaan.
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& Windows 10 Desktop [Running] - Oracle VM VirtualBox - o

File Machine View Input Devices Help

qy Symantec Corporation

Verified publisher: Symantec Corporaticn
File origin: Hard drive on this computer

Show more details

To continue, enter an admin user name and password.

| Password ‘

Domain: JARNO

Yes No

Eli voin vield havainnollistaa, tunnus joka minulla on kdytéssa Win10Desktop.jarno.local toimialue koneelle
on jarno.nousiainen ei ole oikeutta suorittaa Jarjestelmanvalvojantason tehtavid, kun kdynnistda Symantec
Endpoint Protection yllapitotasolla.

Olen myd6s bginfo nimiselld sovelluksella luonut taustakuvan joka kaynnistykselld mika kertoo koneen
tiedot, eli tuo valkoinen teksti mustalla taustalla oikealla puolella.

Tassa kohtaa tuli vastaan Virtualbox sovelluksen rajallisuus sy6ttaa Shift komentoa, joten joudun tata
jatkamaan aivan fyysisessa tietokoneessa

BN sethc.exe
The system cannot find message text for message number ©x2350 in the message file for Application.

(c) 2019 Microsoft Corporation. All rights reserved.
Not enough memory resources are available to process this command.

 C:\Windows\system32>whoami
int authority\system

IC:\Windows\system32>net user Administrator password!!
The command completed successfully.

C:\Windows\system32>_
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Ja nyt kun meilla on halussa Jarjestelmanvalvojan tason tunnus Win10Desktop koneella, voimme
seuraavaksi korottaa itsemme Domain Adminstrator ryhman jaseneksi.

Tama vaatii jo hieman suunnittelua ja sita etta jarno.local toimialueen ylldpitdjat kayttavat Administrator
tunnusta myos tietokoneiden hallintaa, toki voi myos olla mahdollista, etta heilla on omat Administrator
tason tunnukset, kuten esimerkiksi da.jarno jarno.local toimialueella.

Ja jos vield tama yllapitaja kayttaa tydasemienkin ylldpitoon tata da.jarno tunnusta niin silloin voimme
suhteellisen helposti korottaa itsemme Domain Administrator ryhman jaseneksi. Tdma tosiaan vaatii myos
hieman sosiaalisen puolen hakkerointia @

Eli aluksi luomme Scheduled Taskin omalle Win10Desktop koneelle, joka suorittaa tietyn komennon, kun
da.jarno kirjautuu esimerkiksi Remote Desktop yhteydella antamaan etdapua keksityssa vikatilanteessa.

Aluksi avaamme Task Schedulerin polusta Windows Administrative Tools
@ Windows 10 Desktop [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
(D) Task Scheduler

File Action View Help
&= @ H

(5 Task Scheduler (Local)
& Task Scheduler Library

[

Valitsemme hiiren oikealla Task Scheduler Library kohdalla ja otamme Create Basic Task
'_j‘ Task Scheduler
File Action View Help

CE-.I Task Scheduler (Loca.l] |u| N P
@ Task Schedut '
. Create Basic Task...
Create Task...
Import Task...

Display All Running Tasks
Disable All Tasks History

Mew Folder...
View b
Refresh

Help

Annettaan nimi ja kuvaus oman maun mukaan. Next.
Create Basic Task Wizard d

Create a Basic Task

Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action MName: |Add Jarno to Domain Admins |
Finish

Description: | | own the Domain now |



Valitaan When | log on, milloin tdama meidan taski tullaan ajamaan. Next.

g Task Trigger

Create a Basic Task When do you want the task to start?
O Daily
Action
Week
Finish CJ Weekty
() Monthly
() Onetime

(O} When the computer starts
(®) When | logon
() When a specific event is logged
Toimintona valitaan, etta suoritetaan sovellus tai komento. Next.

z] Action

Create a Basic Task

Trigger What action do you want the task to perform?

Finish (®) Start a program
() Send an e-mail (deprecated)

() Display a message (deprecated)
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Komennoksi annetaan ”net group "Domain Admins" jarno.nousiainen /ADD /DOMAIN” ilman siis hapsuja.

Jonka jalkeen Task Scheduler ehdottaa hieman muutosta, valitaan Yes ja sen jdlkeen Next

(D Start a Program

Create a Basic Task

Trigger Program/script:
Action ‘net group "Domain Admins” jarmo.nousiainen /ADD /DOMAIN \ Browse...

Evrish Add arguments (optional): |:|
Start in (optional): ‘

Task Scheduler x

It appears as though arguments have been induded in the
Program text box, Do you want to run the following program:
net

With the following arguments:
group "Domain Admins” jamo.nousiainen /ADD /DOMAIN

Yes Cancel

e e
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Lopuksi saamme vield yhteenvedon tehtdvasta ajastetusta tehtdvasta. Tassa kohtaa ruksaamme ”"Open the

Properties dialog fot this task when | click Finish”. Finish.

O] summary

Create a Basic Task

Trigger Name: Add Jarno to Domain Admins
Action Description: | | own the Domain now
Start a Pragram
Tigger  |Atleg on; Atlog on of JARNO\jame.nousiainen |
At |sm a program; net group "Domain Admins” jamo.nousisinen /ADD /DOM#‘

Open the Properties dialog for this task when | click Finish

‘When you click Finish, the new task will be created and added to your Windows schedule.
Lissdmme ruksin Run with highest priviledges seka valitsemme Configure for “Windows 10”. Taman jalkeen
avaamme Change User and Group valitsemme Locations kohdasta Entire Directory ja kirjoitamme kenttdan

da.jarno ja valitsemme OK

General Triggers Actions Conditions Settings History

Name: |Adearnotu Domain Admins
Location:

Author: JARNOYjarno.nousiainen
Description: [ | owin the Domain now

Select User, Service Account, or Group

Select this object type:

|User. Service Account, or Buili-n security principal

Ef or Group... |

Security | phed i

When From this location:

iy |Errtire Directory | Locations

® Run| Enter the object name to select (sxamples):

O Run da jamol| Check Names

Runl | Advanced... oK Cancel
[ Hidden Configure for: | Windows 10

oK

Cancel
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Seuraavaksi menemme Triggers valilehdelle ja valitsemme Edit.

Taalla muutamme valitsemme taas Change User seka Locations kohdaksi Entire Directory ja kayttdjaksi
da.jarno. Lopuksi OK ja taman jalkeen myos OK Edit Triggers valilehdelta.

® Add larne to Demain Admins Properties (Local Computer g Create Bz

- & Create Ta
General Triggers Actions Conditions Settings  History

Limmam ok T

When you create af Eclit Tri < |

3 Begin the task: | Atlogon ~ ]
Trigger Seitings
At log on
O Any user
® Specific user: JARMO'jarno.nousiainen Change User...
Select User > l
Select this object type:
|User | Object Types...
Ad d setti
izt From this location:
[] Delay task |E|'rlire Directary | Locations... |
[] Repeattas| Enterthe object name to select (examples):
New., E Ctof [daamol Check Names
[] Stop taski
[ Activate:
0 Advanced. .. OK Cancel
i Expire:
Run whether user &
Do not store p Enabled
Run with highest g

I oK Cancel

< | -

Taman jalkeen meilld on valmiina komento joka suoritetaan, kun da.jarno kirjautuu koneelle, milla lisaa
meidan Active Directory Domain Admins ryhmaan.

Seuraavaksi meidan pitda saada kirjautumaan da.jarno koneelle, esimerkiksi Remote Desktop yhteyden

avulla. Voidaan vaikka pyytda apua jonkun sovelluksen kanssa tai mahdollisesti jokin vika muu keksitty vika
tilanne.

Tein tasta videon jolta selvida parhaiten tdma, miten saadaan tdman jalkeen Domain Admins tason
oikeudet haltuun.

Olen tdman videon ladannut OneDriveen kansioon

https://iukky-

my.sharepoint.com/:v:/g/personal/jarno_nousiainen student careeria fi/EUD7RCYDwWKdGmOu2am1lQaU
BZc8yOH566dLpzU0ZA0647Q?e=xXbGxF
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Eli nyt olemme paasseet normaalisti kdyttdjasta muutamalla tyovaiheella Domain Admins tason kayttajaksi.

Se miten tatd voidaan estdd on ensimmaiseksi estad millda medialla oman koneensa kaynnistys ja/tai
maarittaa Bitlocker levyn kryptaus pakolliseksi kaikille tydasemille, jolloin emme voi tehda mitdan
muutoksia systeemi levylle ilman ettd meilla on tiedossa Bitlocker avain.

Tama myos edellyttda sitd, ettemme anna kayttéjille paikallisen padkayttdjan tason oikeuksia, jolloin he
ovat jo ohittaneet tuon ensimmaisen vaiheen jolla elevoidaan itsemme koneen paakayttajaksi.

Toinen mika on ehdottoman tarkeaa, ettd emme missdan nimessa yllapida tydasemia tai kirjaudu niille
Domain Admins tason tunnuksella.

Eli mielellddan luomme esim. erilliset kayttdjat joilla yllapidamme tydasemia joille on maaritelty koneille
yllapito oikeudet, mutta ei toimialueen yllapito oikeuksia.

Voimme esimerkiksi luoda kayttdja wa.jarno jolla yllapiddmme vain tydasemia (wa -> Workstation Admin)
Toiseksi voisimme luoda sa.jarno nimisen kayttajan jolla yllapiddmme vain palvelimia (sa -> Server Admin)
ja lopuksi luoda erillisen da.jarno tunnuksen, jolla vain ja ainoastaan kirjaudumme ja ylldpidamme toimialue
palvelimia, Domain Controller koneita (da-> Domain Admin)



