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Toimialue palvelujen perustaminen

Oheinen dokumentti kertoo fiktiivisestd Tmi. Jarno nimisesta PK -yrityksesta ja sen palvelin
infrastruktuurista.

Palvelinympéristo koostuu Windows Server 2019 Core seka Linux Ubuntu Server 18.04 palvelimista.

Server 2019 Core:en paadyin siksi, etta silla voidaan hyvin toteuttaa kaikki peruspalvelut toimialueella
ja palvelimen asennus “jalanjalki” on pieni eikd se resurssointi mielessa kayta ylimaaraista palvelin
kapasiteettia.

Toimialueelle tulee myds Windows 10 v1909 ty6asema, joka kayttaa toimialueelle perustettuja
palveluita.

Palvelinymparistd koostuu seuraavista palvelimista ja rooleista mita niihin on asennettu. Tulen myds
kuvaamaan tdssd dokumentissa tarkemmin itse asennuksesta ja roolien asetuksista, jotta ne toimivat
oikein ja palvelevat toimialueen ty6asemia.

Inf-dc01.jarno.local (Windows Server 2019 Core)

-Active Directory Domain Services

Tama palvelu mahdollistaa kayttajien kirjautumisen ja hallinnan. Tama on perusta kaikelle

-DNS Server

Tama palvelu mahdollistaa nimenselvityksen IP-osoitteelle, eli kun tdma muuttaa esim. 8.8.8.8
IP-osoitteen www.google.com nimeksi tai pdin vastoin (ReverseDNS) www.google.com DNS nimen
osoitteeksi 8.8.8.8

-DHCP Server

Talla palvelulla voimme jakaa dynaamisia IP-osoitteita toimialueen tydasemille jotta voimme kayttaa
verkon palveluita

-File and Storage Services

Tama palvelu mahdollistaa tiedostojen jaon palvelimelta tydasemille, esimerkiksi kotiverkkolevyn tai
yhteiset verkkolevyn

-Print and Document Services

Talla palvelulla voimme luoda jaettuja tulostimia verkkoon seké jakaa niitd Group Policyjen / GPO
avulla

Inf-ca001.jarno.local (Windows Server 2019 Core)

-Active Directory Certificate Services

Talla palvelulla voimme luoda sertifikaatteja toimialueella erilaiselle palveluille, esim. www
-palvelimelle (https)

Inf-mssql01.jarno.local(Windows Server 2019 Core)
-Microsoft SQL Server 2019 (Express)
Voimme talla palvelulla luoda tietokantoja palveluille toimialueella

www-server.jarno.local (Ubuntu Server 18.04)

-WordPress -palvelin www -sivuja varten

Luomme talld palvelulla toimialueelle www -palvelimen, jolla voidaan julkaista tietoa WordPress
sovelluksella.



Tulen myos liittdmaan Ubuntu Server www -palvelimen osaksi Windows Active Directoryd, jotta
toimialue kayttajat voivat kirjauta omalla Active Directory tunnuksillaan palvelimelle ssh -protokollan
avulla.

Tasta syysta ei tarvitse luoda erillisia kdyttdjia Ubuntu palvelimelle.

My®oskin tulen kdyttamaan LDAP -integraatiota WordPress palvelimelle jotta kdyttdjat voivat kirjautua
myo6s omilla Active Directory tunnuksillaan WordPress hallinta sovellukseen ja tdta kautta voidaan
antaa myos eritason oikeuksia itse WordPress hallinnassa kayttden Active Directory ryhmia

Tulen my6s asentamaan Untangle nimisen Linux Debian pohjaisen palomuuri sovelluspalvelimen
osaksi verkkoa, joka hoitaa liikenteen ulospéin internettiin.

Palvelimien asennus seka verkko konfiguraatio perustiedot

Toimialueen verkkokonfiguraation on seuraava.

Gateway (Untangle palomuuri appliance)
10.0.10.1

Mask
255.0.0.0/8

DNS (INF-DCO1)
10.0.10.2

Tulen kuvaamaan perusasennuksen ensimmaiselld kerralla Windows Server 2019 Core -versiolle.
Muiden palvelimen Windows Server 2019 core asennus tapahtuu samalla tavalla. Itse roolien asennus
sitten tullaan kuvaamaan tarkemmin per. Toimialue palvelin tdssa dokumentissa.

My®0s tulen kuvaamaan Ubuntu Server 18.04 asennuksen my0s aivan alusta lahtien, kun sen asennus
poikkeaa Windows Server Core 2019 versiosta.



Inf-dc01 asennus

Luodaan ensin uusi Virtualbox palvelin ja kdynnistetdan Windows Server 2019 -iso tiedostokuvalla.
Valitaan kuvaa nimi, eli tdssa tapauksessa Windows Server Core

tual M

Name and operating system

d di

Version:

2048 MB.




Valitaan kovalevyn tyyppi (Oletus VDI)

irtual Hard Disk

Eting unchangec

Cancel

Madritelldan tilankayttd, eli onko levy dynaaminen (tdyttyy sitd mukaan, kun tietoa kirjoitettaan) vai
fixed (eli varataan maksimi tila heti kovalevyltd). Valitaan Dynamically (Oletus)

Create Virtusl Hard Disk x

Storage on phys|

oneella ja sen koko. Menn&an oletuksella 50GB

S BlKun olemme luoneet uuden virtuaali koneen, lissamme
Windows Server 2019 .iso levykuva -tiedoston, jolta sitten kdynnistimme koneen asennusta varten.



Nyt olemme kdynnistaneet koneen Windows Server 2019 .iso -tiedostolta ja ensimmaiseksi valitaan
jarjestelman kieli asetukset sekd ndappaimiston kieli
=] © [m=]

£ Windows Setup.

Windows Server: 2019

[ELETEEIRSALERE £nglish (United States) -
Time and currency format: (S U] -

input meth

Enter your language and other preferences and click "

. Al Aights reserved.

Nyt valitsemme Install now
“i4 Windows Setup [=] =@ =

Windows Server- 2019

Install now

Kun haluamme asentaa Windows Server 2019 Core version ilman GUI / Desktop Expierence
ominaisuutta valitsemme ylimman vaihtoehdon (oletus)

(G Windows Set ==
() o Windows Setup

Select the operating system you want to instal

Ofrating system Architecture Date modified

019 Standard Evaluatio
indows Server 2019 Standard Evaluation (Deskiop Experien 77/2019

Windows Server 2019 Datacenter Evaluation 9/7/2019

Windows Server 2019 Datacenter Evaluation (Desktop Experi 9/7/2019
Description:
(Recommended) This option emits most of the Windows graphical environment. Manage with a
command prompt and PowerShell, or remotely with Windows Admin Center or other tools.

Next

Seuraavaksi luemme loppukayttidjasopimuksen ja ruksaamme “I accept the license” terms” ja
klikkaamme Next
@ 5 Windows Setup —

Applicable notices and license terms

3. Australia. If you acquired the software in Australia, contact Microsoft to
make a claim at 12 20 58; or Microsoft Pty Ltd. 1 Epping Road, North
Ryde NSW 2113 Australia.
Ls| 4. Other countries. If you acquired the software in another country, contact
the Microsoft affiliate serving your country (aka.ms/msoffices).
EULAID:ARFIZ018_UE_DCSTD_EM-US

1 accept the license terms



Kun kyseessa on uusi asennus, valitsemme Custom
&S E\?,w..‘uw,mw =]

Which type of installation do you want?

Upgrade: Install Windows and keep flles, settings, and application
The files, and applications oes with this option. This option is onky

—ettings, are moved to Wi
available when a sUpported version of Windows is already running on the compUter.

th this option. If you want to
~

i o i
e using Lhe installetion disc

Ja kun levylla ei ole ennestdan mitdan osiota, voimme Windowsin asennuksen hoitaa sen meidan

puolestamme valitsemalle Next
@ ) Windows Setup

o2

Where do you want to install Windows?

Name Totalsize  Freespace Type
2 Drive0 Unallocated Space 500 GB 500 GB.
44 Refresh < Delete &/ Format. New
€* Load driver :pﬁgtzm

&
Taman jdlkeen itse asennus kdynnistyy ja palvelin kdynnistaa itseddan muutamaan kertaan uudelleen

automaattisesti

& Windows Setup

Installing Windows

Status

J Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

Tassa kohta kone kdynnistyy uudelleen

G Windows Setup

Windows needs to restart to continue

Rldtarting in 1 second



Ensimmaiselld kerralla meidan pitdd maarittdad Administrator kayttdjan salasana. Ja kun on kyseessa
Core -versio niin vastaan tulee Command Line tydkalu, jolla vaihdamme salasanan

] ChWindows\system32\Logonll.exe

ator
word must be changed before signing

Enter new credentials for i tor or hit ESC to cancel

Mew password :
Confirm password :

Kun olemme saaneet salasanan vaihdettua ja kirjautuneet sisdan, kdynnistimme sconfig nimisen
tydkalun, jolla voimme tehda asetusmuutoksia palvelimelle

BN Administrator: C\Windows\systern32\emd.exe

Vadministrs

Ensiksi vaihdamme koneen nimen valitsemalle numeron 2 ja painamalla Enter

Kun kyseessa on uuden toimialueen Domain Controller palvelin niin annamme sille nimeksi inf-dc01 ja
taman jalkeen kaynnistimme palvelimen uudelleen.

Fnanled

Downloadonly

visabled

[10) Tclemc Unknown

an option: 2
Computer Name R

Enter computer name (Blank=Cancel): inf-dcel
c omputer name. ..

Restart

You must restart your computer to apply these changes.
Restart now?

Ho




Nyt olemme kdynnistadneet palvelimen uudelleen nimen muutoksen jalkeen ja kun tdssa on kyseessa
Windows Server Core asennus, niin mitdan graaffista kirjautumisruutua ei ole tarjolla vaan
kirjautuminen tapahtuu oheisen Komentokehoite ruudun kautta

7 | Select CA\Windows\system32\LogonUlexe

hit ESC to h users/sign-in methods

Tassa vaiheessa voimme katsoa esimerkiksi mitd palvelimen muistinkdyttd on oletuksena Core
-versiossa.

Tassa tapauksessa muistin kdytté on 405MB / 1.6GB joka on varsin pientd Windows palvelimen osalta.
< Task Manager [=]=]E

File Options View

| Processes | Performance | Users | Details | Services |

O CcpPU

1% 289GH: Memory 206G8
Memory usage 20GB

O Memory :

04/2.0 GB (20%)
k e

Memory composition
In use (Compressed) Available  Hardware reserved: 0 MB
405 MB (0 MB) 1.6 GB
Committed Cached
0.4/31GB 208 MB
Pagedpool  Non-paged peol
353 MB 254 MB

() Fewer details

Seuravaksi maaritdmme uuden IP-osoitteen palvelimelle. Kun kyseessa on palvelin, pitda IP-osoitteen
olla kiinted / Static

ct an option: &

ilable Network Adap

Index# IP addr

t option:



option: 1

.108.2

ult 255.0

Enabled
Downloadonly

Disabled

ct option: nter nu an option: 15
Nyt kun olemme maarittdneet oikein IP-osoitteen palvelimelle, voimme kaynnistda PowerShell
ty6kalun hallintaa varten.

Nyt kun haluamme asentaa tasta palvelimesta Domain Controllerin, niin lisddmme ensin palvelin
ominaisuuden koneelle
ministrator

AD-Domain

s Domai , Group P...

dministra

Taman jdlkeen tuomme ADDSDeployment moduulin palvelimme ja sen jalkeen kdynnistammme
Domain Controller asennuksen Install-ADDSForest komennolla

Asennuksessa maaritamme uuden toimialueen nimen (jarno.local) seka vikasietotilan salasanan jota
tarvitsemme, jos meiddn pitda suorittaa korjaustoimenpiteita Active Directory tietokannalle tai
palvelimelle.

Taman jdlkeen valitsemme Y, jotta ryhdymme luomaan uuden metsan Active Directory palvelinta.
Asennuksen jalkeen palvelin kdynnistyy automaattisesti uudelleen.

Import-Module ADDSDep
Install-ADDSForest

d pipeline position 1

er will be con
with



[A] Yes to ALl [N] No [L] No to All
ver 2019 domain control
patible with ¥

Nyt voimme ensimmaista kertaa kirjautua Administrator tunnuksella uudelle toimialueelle

7| Select C:\Windows\system32\LogenUl.
Enter cr )
P:

Asennuksen aikana palvelimelle asentui myés automaattisesti DNS ominaisuus, kun se on edellytys
Active Directoryn toiminalle

Seuraavaksi asennamme uudelle Active Directory palvelimelle DHCP ominaisuuden

Olemme jo kdynnistdaneet PowerShell hallinta tyokalun ja lisaédmé&ssa DHCP palvelinta seka hallinta
tyokaluja

> Install-WindowsFeature DHCP

Taman jalkeen luomme uuden Scopen télle palvelimelle:
Add-DHCPServerv4Scope -Name “Internal” -StartRange 10.0.10.100 -EndRange 10.0.10.200
-SubnetMask 255.0.0.0 -State Active

Servervd

C dm

Lisadmme uudelle scopelle Domain, DNS palvelin sekd yhdyskaytan tiedot:
Set-DHCPServerv4OptionValue -ScopelD 10.0.10.0 -DnsDomain jarno. local -DnsServer 10.0.10.2

0.10.1
dministrator» Set-DhcpServerv40Optionvalue 16.08.18.6 jarno.local 16.8.18.2
=il

dministrators>

Lopuksi lisédamme DHCP palvelimen Active Directory palvelimelle, jotta se voi alkaa jakaa osoitteita:
Add-DhcpServerinDC -DnsName jarno.local -IpAddress 10.0.10.2

dministra Add-DhcpServerInDC

dmin

Tarkistamme vield, etta kaikki asetukset ovat kunnossa:
Get-DhcpServerv4Scope

Get-DhcpServervascope




Seka toimialueella on palvelin authorisoitu:
Get-DhcpServerinDC

dministrator> Get-DhcpServerInDC

Dnshame

Seka Tulostuspalvelin omaisuudenia
Lopuksi myds muistamme lisdtd DNS Forwarder tiedon osoittamaan meidan Untangle -palomuuriin
nimenselvitys tietoja varten, jotta padsemme ulkomaailmaan my6s DNS tietoja kdyttden (esim.
https:\\www.google.com)

Add-DnsServerForwarder -IPAddress 172.23.90.124 -PassThru

Add-DnsServerForwarder 10.8.10.1

19.8.10.1, f £
: {10.0.10.1, fecd:0:0:

Nyt voimme viela tarkistaa mika on palvelimen muistinkdytto, kun olemme lisinneet
Active Directory, DNS Palvelin, DHCP Palvelin, Tiedostopalvelin seka Tulostuspalvelin ominaisuudet

Muistia on vield yli puolet kdyttamatta 2.0GB jonka olin maaritellyt asennus vaiheessa, eli muistin
kayttd Corella on mielestani todella vahaista, kun ei tarvitse mitdan “turhaa” pitda ajossa kuten
graaffista liittymaa

o TaskManager [=]=]E=]

File Options View

Processes| Performance | Users | Details | Services

Memory 2068

Memory usage 2068

Memory
0.8/2.0 GE (40%)

O Ethernet
S OKbps R: OKbps

In use (Compressed Available  Hardware reserved: 0 MB
745 MB (0 MB) 1.2GB

Committed Cached

0.8/3.1GB 216 MB

Paged pool  Non-paged pool

414 MB 683 MB

(R) Fener details



Inf-ca01 asennus

Seuraavaksi asennamme uudelle toimialueelle Active Directory Certificate Services palvelimen
Olemme luoneet jo uuden virtuaali- palvelimen valmiiksi, maaritelleet sille oikein kiintedn IP
-osoitteen sekd antaneet kuvaan nimen eli inf-ca01

Kun kyseessa on sertifikaatti authority palvelin, nimea ei voi endd muuttaa sen jalkeen olemme
asentaneet tdman omaisuuden koneelle

Unknown

Doining jarno.loc
Change computer name

Do you want ta change the computer name before restarting the
computer?

Nyt kun olemme liitteet palvelin toimialueelle, lissédmme PowerShell hallinta tydkalua kayttden Active
Directory Certificate Services ominaisuuden palvelimelle:
Add-WindowsFeature adcs-cert-authority

Imir rshe

Ja kun olemme lisdnneet ominaisuuden, niin asennamme itse Active Directory Certificate Services
palvelun:
Install-AdcsCertificationAuthority

CertificationAuthority

[N] No [L] No to All




Inf-mssql01 asennus

Nyt on vuorossa Microsoft SQL Server asennus.
Asennusta varten olemme taas luoneet uuden Server Core 2019 asennuksen, antaneet asennuksen
jalkeen oikeat verkkoasetukset, oikean nimen (inf-mssql001) seka liittdneet palvelimen toimialueelle

Taman jdlkeen lataamme asennusta varten tiedoston Microsoftin palvelimelta osoitteesta
https://www.microsoft.com/en-us/sql-server/sql-server-downloads

Valitsemme Download Media

SQL Server 2019
Express Edition

Select an installation type:

Basic Custom Download Media

Download SQL Server setup files
now and install them later on a
machine of your choice.

Kieleksi English, paketiksi valitsemme Express Advanced ja tallennamme tiedoston
C:\Users\Administrator\Downloads (oletus) valitsemalla lopuksi Download

SQL Server 2019
Express Edition

Specify SQL Server installer download

SELECT LANGUAGE
[Ergion

WHICH PACKAGE WOULD YOU LIKE TO DOWNLOAD?
O ‘ore (248 MB)

SELECT DOWNLOAD LOCATION

(CAUser



Oheinen ikkuna kertoo latauksen keston ja nopeuden:
SQL Server 2019 ©

Express Edition

Downloading media...

Downloading setup fles.. 212.726 MB/ 789,603 M 79.523 Mbps

Ja lopuksi lataus velho ilmoittaa latauksen onnistuneeksi,

SQL Server 2019
Express Edition

Download successful!

Valitsemme minne asennus tiedostot puretaan:

Choose Directory For Extracted Files -

Choose Directory For Extracted Files

=vidministratonDow nload=s\SOLEXPRADYW  x54 EMNU

| Ok | | Cancel | |El-r|:rwse...|




Nyt itse purkaminen tapahtuu

B Microsoft SOL Server 2019 Express Advanced x|

Preparing: C Wsers\A..\MICROSOFT.SQLSERVER CONFIGURATION. SCOEXTENSION.DLL

Cancel

Purkamisen jalkeen menemme kansioon SQLEXPRADV_x64_ENU
B min or\Downlo d SQ

Ja asennuksen jalkeen maaritamme, ettd SQL Browser palvelu kdynnistyy automaattisesti myos, kun
palvelin kdynnistyy uudelleen:

sc config sqlbrowser start=auto

sgqlbrowser



www-server01 asennus (Ubuntu Server 18.04)

Aluksi loimme virtuaalipalvelimen, kun Windows 2019 mutta .iso tiedostona kdytamme Ubuntu
Server 18.04 levykuvaa.

Aluksi valitsemme kielen, tassa tapauksessa English

e! Welcome! AoBpo B8TE! Helkom!

ferred 1

[ Identify




IPwd co

IPw4 Me

10.0.0.0/8
10.0.10.10

10.0.10.1

10.0.10.2
IF add C o




Taman jalkeen meiltd kysytdan vilityspalvelin/Proxy tietoja, jatdmme tassa tapauksessa sen tyhjaksi,
kun sellaista ei meiddan ymparistéssamme ole.

Nyt valitsemme palvelimen josta Ubuntu hakee asennus tai media tiedostoja. Tassa kannattaa valitse
geologaatioksi lhin, eli meidan tapauksessamme Suomi / .fi

or for Ubuntu, ente

com/ubuntu
e mirror that will

Nyt osiomme levyn, tdssa tapauksessa voimme osioida koko levyn, kun levylla ei ole ennestdan
mitaan tietoa.

irectly




Valitsemme virtuaalisen levymme (10GB)

Sitten vain Done, jolloin luomme osointi taulun ja tarvittavat osiot levylle

Fil m setup

USED DEY

Asennus vield varmistaa, ettd olethan varma, kun tata ei voi enda kumota ja olemassa olevat tiedot
héaviat nyt levylta johon haluamme asentaa Ubuntu Serverin



Taman jdlkeen luomme tilin, palvelimen nimen seka salasanan palvelimelle. Done eteenpdin
p

Your name:
Bl server
Th en it talks to otf

asentaja

confirm your R kv konoiorskon

[ Done

Tassa vaiheessa palvelin kysyy haluamme asentaa SSH palvelimen koneelle. Suosittelen sita
helpottamaksi etdhallintaa.

Joten ruksaamme Install OpenSSH server ja emme tuo vanhaa SSH avainta, joten valitsemme No
Import SSH identity kohtaan.

Done eteenpdin

tup

Voimme vield asennuksen tédssa vilissa valita valinnaisia asennus paketteja, mutta meidan
tapauksessamme emme niitd tarvitse nyt. Done eteenpain.




Nyt sitten vain katsomme, kun asennus suorittaa tehtavansa loppuun

iew full

Thank you for u

Asennuksen lopuksi palvelin myds paivittaa itsensa uusimpiin saatavilla oleviin paketteihin, mikali siis
palvelimella on toimiva yhteys ulospédin / Internet

downloadir

Tt u for i untu !
Kaynnistyksen jalkeen voimme kirjautua palvelimelle luodulla tunnuksella




Seuraavaksi vield tarkistamme onko tullut mitdan paivityksia Ubuntuun, ennen kuin alamme
asentamaan WordPress ymparistoa.
Suoritamme sudo apt-get update ja sen jalkeen sudo-apt get upgrade komennot




Taman jdlkeen asennamme tietokanta seka tietokanta hallinta sovelluksen WordPress sovellusta
varten (tdssa tapauksessa MariaDB):

apt-get install mariadb-server mariadb-client
al T ar i] romarl

Taman jdlkeen suoritamme hieman tietoturva asetuksia uudelle MariaDB tietokanta palvelimelle
komennolla:
sudo mysql_secure_installation

4 1




Kun olemme suorittaneet hieman palvelin hardeningid, asennamme PHP sovelluksia oheisella
komennolla:
sudo apt-get install php php-mysql

required:

ommon ph

Kun olemme asentaneet PHP sovellukset, luomme tietokannan WordPress asennusta varten.
Aloita antamalla komennon:

=l oot —-p
Comm end with 5 or
. 44-Har iaDB-oubuntug 4.1 Ubuntu 18.04
Oracle, MariaDB ion Ab and othe

ype ‘help;' or 'sh' for help. Tupe to clear the current input atement.
MariaDB [(none)
Sen jdlkeen annamme oheiset komennot, joiden vaiheista I6ytyy seuraavat kuvan kaappaukset

Eli ensin luomme tietokannan, jonka jdlkeen luomme kayttdjan ja sille salasanan (toki oikeassa
ympadristdssa hieman tietoturvallisempia salasana kuin password). Lopuksi annamme viela dsken
luodulle kayttdjalle oikeudet tdlle luomaamme tietokannalle.

CREATE DATABASE wordpress_db;

CREATE USER 'wp_user'@'localhost' IDENTIFIED BY 'password';

GRANT ALL ON wordpress_db.* TO 'wp_user'@'localhost' IDENTIFIED BY 'password';
FLUSH PRIVILEGES;

(tnanel]> CREATE DAT wardare

@localhost ' IDENTIFIED by 'p




Tietokannan luonnin jalkeen kiymme lataamassa ja asentamassa WordPress sovelluksen palvelimelle:
cd /tmp (vaihdamme kansion /tmp)
wget https://wordpress.org/latest.tar.gz (lataamme wget sovelluksella Wordpress palvelimelta

. Connec

11.81K

Puramme paketin komennolla:

tar -xvf latest.tar.gz
IC Clar SCmir [ulqa]
d config.php

. php

2.php

uordpre
ordpr

Taman jadlkeen kopioimme WordPress kansion uuteen paikkaan, annamme hieman oikeusmuutoksia
kansioihin, sekd luomme uuden kansion wp-content kansioon ja sille myos hieman oikeusmuutoksia

sudo cp -R wordpress /var/www/html/

sudo chown www-data:www-data /var/www/html/wordpress/

sudo chmod -R 755 /var/www/html/wordpress/

sudo mkdir /var/www/html/wordpress/wp-content/uploads

sudo chown -R www-data:www-data /var/www/html/wordpress/wp-content/uploads

p-contentsupload

-contentsupl




Taman jdlkeen voimme siirtyd itse WordPress sovelluksen asennukseen kayttoon.

Avaamme www-selaimen palvelimen osoitteesta http://10.0.10.10/wordpress

- B waordPress » Setup Coni

< S 0 fH @ | 10.010.10/wordprass/wp-admin/setup-config.php r = L =&

Welcome to WordPress, Before getting started. we need some information on the database. You will need to
know the following items before proceeding.

Database name
Database username
Database password
Database host

N

Table prefix (if you want to run more than one WordPress in a single database)

We're going to use this information to create a wp-config. php file. If for any reason this automatic file

creation doesn’t work, don’t worry. Al this does is fill in the database i ion toa file.
You may also simply open wp-config-sample.php in a text editor, fill in your information, and save it as
wp-config.php. Need more help? We got it.

In all likelihoed, these items were supplied to you by your Web Host. If you don't have this information, then you
will need to contact them before you can continue. If you're all ready...

Nyt luomme tietokantayhteyden tietokantaan, joten annamme tarvittavat tiedot:

- B3 wordPress » Setup Conf X

< 5> 0O o @ 10070 p p-adi p-config.php2step=1 ¥ = L e

Below you should enter your database connection details. If you're not sure about these. contact your host.

Database Name wordpress_db The name of the database you want to use
with WordPress.

Username wp_user@localhost Your database username.

Password password Your database password.

Database Host " You should be able to get this info from your

web host, if localhost doesn't work.

Table Prefix we. I you want to run multiple WordPress
installations in a single database, change this.

Taman jalkeen itse asennus voi alkaa.

- 3 WordPress = Setup Cont

& = O m @ | 10.0.10.10/wordpress/wp-admin/setup-config.php?step=2 ¥ = I

All right, sparky! You've made it through this part of the installation. WordPress can now communicate with your
database. If you are ready, time now to...

Run the installation




Taman jdlkeen annamme esitiedot sivustolle sekd luomme ylldpito tunnuksen. Ja kun taas on kyseessa
testiasennus, niin voimme kayttaa heikkoa salasanaa. Oikeassa asennuksessa pitda kdyttaa vahvaa
salasanaa.

5 Wordpress » Installation X l+ v

O @ | ©1001010/wordpress/wp-admin/install phpZlanguage=en_US

Welcome to the famous five-minute WordPress installation process! Just fill in the information below and you'll
be on your way to using the most extendable and powerful personal publishing platform in the world.

Information needed
Plesse provide the following information. Don't worry, you can always change these settings later.
Site Title Tl Jao,

Username asentaja

Usernames can have only alphanumeric characters, spaces, underscores, hyphens,
periods, and the @ symbol

Weak

Important: You will need this password to log in. Please store it in a secure location.
Confirm Password [ Confirm use of weak password

Your Email

Double-check your email address before continuing.

Search Engine Discourage search engines from indexing this site
Visibility
Itis up to search engines to honor this request,

Install WordPress

Ja lopuksi asennus kertoo, ettd kaikki on asennettu onnistuneesti ja voit kirjautua ensimmaista kertaa
hallinta sivulle asennuksen jalkeen.

U] EI] || WOFGKTess » INStalation l+ ~ = [}

“ = D m @ | 10.0.10.10/wordp vp-admin/install.php?

Success!

‘WordPress has been installed. Thank you, and enjoy!
Username asentaja

Password Your chosen password.

Tassa tapauksessa hallinta sivun osoite on http:/10.0.10.10/wordpress/wp-login.php johon sitten
annamme asentaja tunnuksen ja oikean salasanan.

B 1 Los - Tmisene —w <[RS

« = O @ @ | 10.0.10.10/wordpresswe-login.php

&

Username or Email Address

| asentaja

Password

[coceseeened =]

() Remember Me




Kirjautumisen jalkeen olemme ylladpitosivustolla
[ «ﬂ]ﬁnashbnamﬂmw Jamo. X [+ v S )

= o @ 1001010 wordpress/wp-admin P

@ Tmisamo B 0 4 New

Dashboard

Dismiss
o Welcome to WordPress! @
. sembled some links t

L] Get Started

>

i

P

A or, change your theme completely

&

' Next Steps

I Write yourfirstblog post  + Add an Aboutpage i Set up your homepage &3 View your site
(]

More Actions
Bl Manage widgets B5 Manage menus B3 Tum comments on or off

P& Learn more about getting started

Ja voimme myo6s katsoa miltd meidan uuden ja hienot www -sivut nayttavat.

=) a] 51 Tmi. Jamo — Just anothe X [+ v T
« - 0O @ © | 10.0.10.10/wordpress/ P = 7 @
Tmi. Jarno
.on
Search Just another WordPress site Menu

UNCATEGORIZED

Hello world!

2 Byasentaja (%) February8,2020 (J 1Comment

Welcome to WordPress. This is your first post. Edit or delete it, then

start writing!

Nyt teemme vield hieman muutoksia sivuston URL osoitteeseen, eli muutamme sivut toimimaan
suoraan http://10.0.10.10/ (ja hieman my&hemmin myds suoraan www.jarno.local DNS nimella.

Eli avaamme Settings sivun vasemmalta hallinta sivustosta ja muutamme WordPress Address seka
Site Address http://10.0.10.10

a] £ General Settings < Tmi. | X [+ S i)
<« - O o © | 10.0.10.10/wordpress/wp-admin/options-general.php Jr = L.

A Tmijamo B + New Howdy, asentaja

Help v

Bl General Settings

>
Site Title [ i samo |
&
:
L T | Just another Wordpress site |
n a few words, explain what ite [ it
L In a few words, explain what this site is about
>
WordPress Address (URL) [ http://10.0.18.16/wordpress |
‘;
.
Ll Site Address (URL) ‘ http://10.8.18.18/wordpress |
' he address here if you want your site home page to be different from
7 I n dire y.
your WordPress installgtion directory,
WordPress Address (URL) \ http://1e.8.1e.18 |
Site Address (URL) [ http://16.0.10.1¢ x l

Enter the address here if you want your site home page to be different from

your WordPress installation directory.




Nyt meidan pitaa vield tehda muutoksia itse Apache www -palvelimen asetuksiin, jotta sivut toimivat
oikein

cd /etc/apache2/sites-available / menemme kansioon /etc/apache2/sites-available
sudo nano 000-default.conf / muokkaamme nano editorilla tiedostoa 000-default-conf
DocumentRoot /var/www/html/wordpress / muutamme rivid DocumentRoot

sudo service apache2 restart / kdynnistimme www palvelimen uudelleen

Ja tdman jalkeen sivut toimivat suoraan http://10.0.10.10 ja hallinta sivusta
http://10.0.10.10/wp-admin.php

B a ‘ B3 Tmi. Jamo - Just anothe X | + v - o]
& O @ 10.0.10.10, * £ 1 &
Tmi. Jarno
Q

Search Just another WordPress site Menu

UNCATEGORIZED

Hello world!

& Byasentaja ) February8,2020 (3 1Comment

Welcome to WordPress. This is your first post. Edit or delete it, then

start writing]

Ubuntu palvelimen liittdaminen Active Directoryyn

Taman jalkeen liitdmme vield tdmén palvelimen Windows toimialueelle hallintaa ja yllapitoa varten.
Voimme myds taman jalkeen kirjautua palvelimelle Active Directory tunnuksilla, jotta meillad olisi
keskitetty kdyttdjahallinta (AD) eika tarvitse erillisia Ubuntu Server Linux tunnuksia yllapitaa.

Asennamme aluksi hieman paketteja Ubuntu palvelimelle:

sudo apt-get install realmd sssd sssd-tools samba krb5-user packagekit adcli ntp
Last 1 Feb © 5:




I Configuring Kerberos Authentication I
When users attempt to use Kerberos and specify a principal or user name without
specifying what administrative Kerberos realm that principal belongs to, the system
appends the default realm. The default realm may also be used as the realm of a
Kerberos service running on the local machine. Often, the default realm is the

uppercase version of the local DNS domain.

Default Kerberos version 5 realm:

jarno.local)

<Ok>

Kerberos authentikaatio palvelin (Domain Controller palvelin)
| Configuring Kerberos Authentication |
Enter the hostnames of Kerberos servers in the jarno.local Kerberos realm separated
by spaces.

Rerberos servers for your realm:
inf-dcol

<0k>

Seka palvelimen PDC palvelimen tiedot (salasanan yllapito FSMO palvelin).

I Configuring Kerberos Authentication I

ssa olevasta Active Directyn nimesta

Enter the hostname of the administrative (password changing) server for the
jarmno.local Kerberos realm.

Administrative server for your Kerberos realm:

<0k>

Asennuksen jalkeen muokkaamme vield aikapalvelinta (NTP), kun Kerberos authetikaatio on aika
sidonnainen palvelu ja kellon ajan pitda olla on synkronisaatiossa AD sekd Ubuntu palvelimen kanssa.

Oheisella komennolla muokkaamme tiedosta missa kerrottaan NTP -palvelin:
sudo nano /etc/ntp.conf

Ja tdmaén jalkeen kdynnistdmme NTP -palvelun uudelleen:
Sudo systemctl restart ntp




Nyt teemme hieman muutoksia asetus tiedostoihin, jossa kerromme mm. toimialueen nimen
Sudo nano /etc/realmd.conf

GNU nano 2.9.3 /etc/realmd. conf Modified

Sudo /etc/krb5.conf
GNU nano 2.9.3 fetc/krb5.conf Modified

Nyt voimme tarkistaa, ettd authentikaatio toimii

sudo kinit administra

tor@JARNO

Nayttaa silta, ettei DNS nimen selvitys toimi, eikd Ubuntu I16yda AD palvelinta.
Joten teemme hieman muutoksia DNS asetuksiin:
Sudo nano /etc/resolv.conf



GNU nano 2.9.3 fetcf/resolv.conf

Taman jalkeen liitdmme meidan Ubuntu palvelimen Active Directory toimialueelle:
sudo realm --verbose join JARNO.LOCAL

Lopuksi teemme vielda muutoksia, ettd myds Active Directory kayttdjille muodostuu kirjautumisen
aikana oma kotikansion Ubuntu palvelimelle:

Sudo nano /etc/pam.d/common-session

# Create new user home dir
session required pam_mkhomedir.so skel=/etc/skel/ umask=0077

GNU nano 2.9.3 /etc/pan.d/common—session Modified




Seka muutoksia ssd.conf tiedostoon:
access_provider = ad
Sudo /etc/sssd/sssd.conf

GNU nano 2.9.3 /etc/f3s3d/sssd.conf Modified

LDAP integraation tekeminen WordPress sovellukselle

Ja kun olemme luoneet LDAP yhteyden Ubuntu palvelimen ja Active Directoryn kanssa, on myoés
luontevaa, ettd WordPress palveluun voi myos kirjautua Active Directory tunnuksella

Tahan kdytamme oheista Active Directory Integraation lisdosaa WordPressissa

Eli ensin asennamme taman (Install Now)
M & 55 Add Plugins < Tmi. Jame X [ N2
<« O @ 10..10.10, dmin/plugin-ins

(@ & miamo + New

@ Dashboard Add Plugins | Upload plugin

Search Results  Featured  Popula
1N Pages
¥ Comments

- Active Directory
 Appearance Integration / LDAP

£ Plugins Integration

Installed Plugins

Add New

stored i
Plugin Editor ored in,

8y miniorange
& Users

# Tools

Settings 5,000+ Active Installations v Compatible with your vers

51) Last Updated: 1 month ago

Jonka jalkeen vield aktivoimme tdman lisdosan.

/ Active Directory

Integration / LDAP
Integration

Rcre Details

i) Last Up:

Active Installations ~ cCompatiblc with your v



Nyt ndimme, ettd tdma lisdosa on asentunut

10.0.10.10/wp-admin/plu " allspages P x= 7 e

® @& misamo B0 + New
@ Dashboard Plugins
A Posts Plugin activated. o
9 Media
1B Pages
¥ Comments 3item

Plugin Description
» Appearance

Active Directory Integration for Intranet stes _ Active Directory Integration for Intranct stes plugin provides login to WordPress using credentialsstored in your LDAP
£ Plugins ctive Directory Integ e g plugin p o 9
Installed Plugins Version 352 | By miniorange | Vie

Meidan pitad viela hieman asentaa lisdosia (php-curl seka php-ldap). Mutta tama LDAP integraatio
lisdosa kylla kertoo miten tama tehdaan

<« o @ 100:10:10/wp-acmin/adm m*x = Loe
@ miamo B0+ New [—
f Dashboard
. miniOrange LDAP/Active Directory Login for Intranet Sites m Pr—
2 Media lled or cisabled o
0 Page:
Comments
arning: P ension s ot instaled [
P> Appearance _—
3 your site is hosted on Shared Hosting and it is impossibe you to enable the extension then you can use ou
» o fyour siteis Shared Hosting and it is impossibe you to enable the extension th
o Users ]
if you are looking for Single-Sign-On in adition to authentication with AD/LDAP and do ot have any Identity Provider Yet. You can try out miniOrange On-Premise idP.
Tools
b9 settings LDAP Configuration  Sign-inSettings || RoleMapping  Attibute Mapping  Advanced Features  Feature Request | Configuration Settings | Authentication Rep

i LDAP/AD Login for,

’ Contact Us
Intranet LDAP Connection Information © Restart Tour

PHP CURL &

ed or disabled.

sion is not ins

Click here for instructions to enable it.

Step 1
Loaded configuration file : /etc/php/7.2/apache2/php.ini

» Open php.ini file from above file path

Step 2

For Windows users

» Search for "extension=php_curldll* in phpini file. Uncomment this line, if not present then add this line in the file and save the file,
For Linux users

= Install php curl extension (If not installe

« For Debian, the

= For RHE

ion command would be apt-get install php-curl

stems, the command would be yum install php-curl

xtension=php_curl.so" in php.ini file. Uncomment this line, if not present then add this line in the file and save the file.

Step 3

= Restart you r. After that refresh the *LDAP/AD" plugin configuration pa

Eli ensin asennamme php-curl osan:

rl.ini with

Ja asennuksen jalkeen lissamme /etc/php/7.2/apache
extension=php_curl.so



GNU nano 2.9.3 5 _ini Hodified

ni with ne

-0ubu

Ndiden muutosten jalkeen voimme konfiguroida tdméan LDAP liitanndisen kuntoon:

NOTE: You need to find out the values for the below given fields froi

your LDAP Administrator.

LDAP Server: @ 10apy/100.002

Specify the host name for the LDAP serv:

89. When using

Bind anonymously (to check connection to server)

Contact LDAP Server

Service Account
o Administrator@jarno.local

Username:
ervice account user Il be used to estal connection.
Specify the Service Acc Username of the LDAP server in the er
way as f sername@domainname or Distinguished Name(DN)

format

Service Account
Password:

Password for the Service Accour the LDAP Server.

Test Connection & Save Troubleshooting



LDAP User Mapping Configuration

*Search Base(s): | @ deiamo.de=local

This is the LDAP Tree under which we will search for the users for
authentication. If we are not able to find a user in LDAP it means they are
ot present in this search base or any of its sub trees. They may be present
in some other .

Provide the distinguished name of the Search Base object. eg.
cn=Users.dc=domain,dc=com.

Multiple Search Bases are supported in the Premium version of the
plugin.

~usermame Attribute: | @) sAMAccountName

This field is important for two reasons.

1. While searching for users, this is the attribute that s going to be
matched to see f the user exists.

2. if you want your users to login with their username or
firstname.lastname or email - you need to specify those options in this
field. &.g. LDAP_ATTRIBUTE. Replace <LDAP ATTRIBUTES with the
attribute where your username i stored. Some common attributes are

common name @

email mail
SAMAccountName

fogon name o
userPrincipalName

Ja jotta voimme kirjautua AD/LDAP tunnuksilla, niin meidan pita3 viela aktivoida Sing-In Settings
vdlilehdeltd Enable LDAP login

LDAP Configuration | Sign-In Settings | Role Mapping  Attribute Mapping ~ Ad

< ion Settings ication Report

Enable login using LDAP

Enable LDAP login

Enabling LDAP login will protect your login page by your configured LDAP. Please
check this only after you have successfully tested your configuration as the default
WordPress login will stop working.

Authenticate Administrators from both LDAP and WardPress

Authenticate WP Users from both LDAP and WordPress ( Supported in Premium

version of the plugin.)

Enable Aute Registering users if they do not exist in WordPress

Ja nyt voimme siis kirjautua my6s Active Directory tunnuksella WordPress hallintasivulle:

57 Login < Tmi. Jamo —W X

O @ | ©1001010mpognphprioggedou

| You are now logged out.

Username or Email Address
Administratod
Password

() Remember Me

=

Lost your password?

~ Back to Tmi. Jamo



Untangle palomuurin asennus

Tuomme Virtualbox ympaéristoon valmiiksi luodun Untangle virtuaalikone appliancen ja kdynnistimme
sen. Taman jalkeen meille ilmestyy hetken pdasta oheiset asetus ikkunat

Valitsemme asennus kielen, menemme oletuksella eli English

Select Language

x

+

C @ localhost/setup/language.do

untangle

Please select your language:

English

~ || » continue

Nyt luomme paakayttdjan salasanan, sekd annamme hieman tietoja kuten asennus tyypista seka
aikavyohykkeesta:

Admin account

Password:

Confirm Password:

Admin Email;

Install Type

Choose Type:
School

Timezone
{~UTC+02:00) Europe/Helsinki

Network Cards €

Taman jalkeen valikoimme verkkokortit, eli kumpi on ns. WAN(Internet) puolella ja kumpi lahiverkon

(LAN) puolella

This step identifies the external, internal, and other network cards,

step 1: Plug an active cable into one network card to determine which network card it is
Step 2: Drag and drop the network card to map It to the desired interface,
Step 3: Repeat steps 1 and 2 for each network card and then click Next.

Name + | Device
External + etho
Internal + ethl

@ Server settings

Status

connected 1000 full-duplex Intel Corporation

cannected 1000 full-duplex Intel Carporation

MAC Address
08:00:27:7: 13
08:00:27:5L:0f:52

Internet Connection €



Nyt maarittelemme verkkoasetukset lahiverkon puolelle ja otamme pois DHCP palvelun, kun meilld on
lahiverkossa jo oma Windows Server 2019 Core DHCP palvelin

© Router
This is recommended if the external port is plugged into the internet connection. o8
This enables NAT and DHCP. ~
&
Interal Address: 10.0.10.1 -
Internal Netmask: |8 - 255.0.0.0 =
7] Enable DHCP Server (default)
© Transparent Bridge

This is recommended if the external port is plugged into a firewall/router. This
bridges Internal and External and disables DHCF.

@ Intemet Connection eee0 Auto Upgrades @

Voimme valita tdssa, ettd automaattiset paivitykset asennettaan automaattisesti, suositeltu.

Automatically Install Upgrades

Automatically install new versions of the software when available,
This is the recommended choice for most site

Connect to Command Center

Remain securely connected to the Command Center for cloud management, hot fixes, and support access,
This is the recommended choice for most site:

@ Internal Network LXRYY-) Finish @

Ja tdman jalkeen asennus on tehty ja voimme kdynnistaa hallinta sovelluksen.

The Untangle Server is how configured.

You are now ready to configure the applications.

v Goto Dashboard



Windows toimialuepalveluiden toiminnan tarkastus

Liitdmme ensin tydaseman toimialueelle kdyttden Control Panel sovellusta, jos menemme System and
Security -> System -> Change Settings

2 system - o x

« © 4 [ ControlPanel > System and Security > System v o Search Control Panel

Control Panel Home - L .
View basic information about your computer

& Device Mansger Windows edition
@ Remote settings Windows 10 Pro - .
© Smemptein < 2019 e Cmporton Al g s =- Windows10

& Advanced system settings

System

Processor; Intel(R) Core(TM) i7-4600M CPU @ 2.30GHz 2.89 GHz
Installed memory (RAM): 4,00 GB

Systemtype: 64-bit Operating System, x64-based processor

Pen and Touch: No Pen ar Touch Input i available for this Display

Computer name, domain, and workgroup settings
Computer name: laptop001 @hange seffings
Full computer name: laptop001
Computer description:

Workgroup: WORKGROUP

Valitsemme Change

System Properties X
Computer Name  Hardware Advanced System Protection Remote

[a Windows uses the following information to identify your computer
= on the netwark.

Computer description: ||
For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: laptop001

Workgroup: WORKGROUP

L;Ls:ﬂf |\E‘Ji_zard to join & domain or workgroup, click Network 1D

To rename this computer or change its domain or

Ch
workagroup, click Change. ange

Ja nyt annamme Domain kohtaan toimialueen nimen, eli jarno.local
Computer Mame/Domain Changes =
ou can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
laptop 001

Full computer name:
laptop 001

Member of
(®) Domain:
|iam0.local|

() Workgroup:
WORKGROUP

Cancel



Annamme Administrator tason tunnuksen tiedot

Computer Name/Domain Changes X Boe
You can change the name and the membership of this Computer
computer. Changes might affect access to network resources
Windows Security X
Computer name Computer Name/Domain Changes

Iaptop001 |

Full computer name:
Iaptop001

Member of
(® Domain:
‘\am local |

O Workgraup:
WORKGROUP

Enter the name and password of an account with permission to
join the domain.

‘ jarno.local\Administrator

OK Cancel

Ja hetken paasta kone ilmoittaa, ettd kone on liitetty toimialueelle.

Computer Name/Domain Changes

You can change the name and the membership of this

Computer name:

laptop001

. mote
computer
computer. Changes might affect access to network resources
ary's

Full computer name
laptop001

Member of
(®) Domain:

Computer Name/Domain Changes X

o Welcome to the jarno.local domain.

|iamn local

() Workgroup
WORKGROUP

Lopuksi pitda vield kone kdynnistaa uudelleen.

Computer Name/Domain Changes X

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name

tmate
computer
lary's

laptop00T

Full computer name
laptop001

Member of
(® Domain
[iemalocal |

(O Workaroup:
WORKGROUP

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.




Tarkistamme etta DHCP palvelin toimii, eli kuten ndemme, palvelin on jakanut IP -osoitteen talle

meidéan juuri toimialueelle liitetylle ty6asemalle

File Action View Help

e mE 6= HE

% DHcp
v 3 inf-dcdl
v 5P
w | 7] Scope[10.0.0.0] Internal

£} Address Pool
@ Address Leases
5| Reservations

Scope Options

4| Policies

-3 Server Options
4] Policies

F| Filters

B IPvE

Client IP Addres:
1% 10.0.10.101

43 Name

laptop001.jarno.local

Lease Expiration

18/02/2020 8.56.52

My®oskin palvelimia ja tydasemia on ilmestynyt Active Directoryn Computers Containeriin

[ Active Directory Users and Computers

File Action View Help
e HEEIE 0= | STE%R
] Active Directory Users and Computers linf-dc01 jamoJocal] | Name Tpe Description
- .SE"“IQ”T"“ EINF-CAST  Computer Certifiksatti Palvelin
ML 'Em;' E"t“ Computer Jamo M. kannettava
Rl IEWWW-SERVER Computer Ubunty Wordpress Palvelin
“| Computers

Domain Controllers
7| ForeignSecurityPrincipals
7 Keys

| LostAndFound

| Managed Service Accounts

| Program Data
7| System

7 Users

| NTDS Quotas
| TPM Devices

Olen luonut Active Directoryyn oheisen hierarkian tyontekijoita, tietokoneita, ryhmia ja palvelimia
varten helpottaakseni yllapitoa.

] Active Directory Users and Computers

File Action View Help

2 2F BBz HE teaaT?a%h

[ Active Directory Users and Computers [inf-dc01 jamolocal]

| Saved Queries

v 3 jamo.local
< Builtin
| Computers
5 Domain Controllers
| ForeignSecurityPrincipals
% Keys
| LostAndFound
| Managed Service Accounts
| Program Data

v (] Root

v & People
&1 Development

Finance
m

3 Sales
v (& Computers

51 Development
Finance
Sales

SH
v & Groups
1 Development

| NTDS Quotas
% TPM Devices

Name

57 People

7 Computers
i1 Groups
57 Servers

Trpe Description
Organizational Unit  Tysntekijat
Organizational Unit ~ Tietokoneet
Organizational Unit  Ryhmit

Organizational Unit ~ Palvelimet



Ja mydskin DNS palvelu toimii, kun sinne on rekisteréitynyt tietotueita.

Luomme myds uuden A -record tyyppisen tietueen meidan www -palvelinta varten, jotta voimme
myos padsta DNS nimella kirjautua (www.jarno.local)

%, DNS Manager —

File Action View Help

LR IEA S (ERCE I R=T]

£ DNs

Name Type Data Timestamp
~ B inf-dedt -
[ msdes
~ [ Forward Lookup Zones et
=1 _msdcs.jamo.local =
= Ot
v 1 jamadocal S
1 msdes =1-udp
sites —JDomainDnsZones
I ep ForestdnsZones
3 udp [Eltseme as parent folder) Start of Authority (S0A)  [31], inf-dcd1 jamoldocal,, . static
| DomainDnsZones || [-](same as parent folder) Name Server (NS) inf-dc01 jama.local. static
“| ForestDnsZones (same as parent folder) Host (4) 100.10.2 07/02/2020 10.00.00
~ [ Reverse Lookup Zones inf-ca01 Host (4) 100.10.4 07/02/2020 11.00.00
(2] 10.0.10.in-addr.arpa inf-dc01 Host (4) 100.10.2 static
] Trust Points. laptop001 Host (A) 10.0.10.101 10/02/2020 8.00.00
7 Conditional Forwarders Elwww Host (4) 100.10.10 static
B <3 3 Tmilamo-Justanothe X |[= Start Ly = ]
< - O w D www.jamo.local/ ¥ P -
Tmi. Jarno
Q ey
Search Just another WordPress site Menu
UNCATEGORIZED

Hello world!

2 Byasentaja [ February8,2020 (J 1 Comment

Welcome to WordPress. This is your first post. Edit or delete it, then

start writing!

Ohessa myos tulostuspalvelu toiminnassa, tosin ei ole yhtaan jaettua tulostinta.

&1 Print Management
File Action View Help
| E3N 7|

ﬁ‘g Print Management Printer Name Cueue Status JobsIn.. Server Mame
v = C..LIS;D”I';FI“ETS ) = Microsoft Print to PDF Ready 0 inf-dcl1
Tl rinters (2) = Microsoft XPS Document Writer  Ready 0 inf-dc01

7| All Drivers (4)
7| Printers Not Ready
| Printers With Jobs
Print Servers
f] inf-dc01

[#] Drivers

<
< B

e Forms
W Ports
= Printers

= Deployed Printers



Tarkistamme SQL Serverin toiminnan, asentamalla ensin Microsoft SQL Server Management Studio ja
sen jalkeen kirjautumalla toimialueen Administrator kdyttajalla tietokanta moottoriin

4 Microsoft SOL Server Management Studio (Administrator)

File Edit View Project Tools Window Help
-0 (-1 | Brewouey B R &S| |2-e-|@|a

| [ | = %] p

Object Explorer * B X | ¥ Connect to Server X
Connect= ¥

SQL Server

Servertype: Database Engine v

Server name: F-mssq0l v

Authentication: Windows Authertication v

JARNO \Adrministrator
Cancel Help Options >>

Ja kun nyt olemme kirjautuneena tietokantamoottoriin

_52 Microsoft SOL Server Management Studic (Administrator)

File Edit View Project Tools Window Help
SO B 02 By B 8
| ‘ Execute
Object Explorer > 0 X
Connect~ ¥ % [

JARNO\Administrator)

Databases
System Databases

W master

W model

@ msdb

@ tempdb
Database Snapshots

Security
Server Objects
Replication
PolyBasze
Management
5] XEvent Profiler

Tarkistamme Certificate Authorityn toiminnan, ndyttaa toimivan

T3l certsrv - [Certification Authority (inf-cab01 jamo.local
J

File Action
e (= H|lv w

i@ Certification Authority (inf-call1.jarno.local)
~ gl jarno-INF-CAQ01-CA

| Revoked Certificates

1 Issued Certificates

| Pending Requests

"] Failed Requests

| Certificate Templates

View Help

Description

Certification Authority

Name
@ jarno-INF-CADDT-CA



Verkkolevyjen konfigurointi

Seuraavaksi luomme jaettuja verkkolevyja toimialueelle. Luomme kansion Work, jonne tulee tiimien
omat verkkolevyt sekd Home jonne tulevat kayttdjien omat kotikansiot.

Kaynnistamme Server Manager sovelluksen

e Server Manager

@@' Server Manager * All Servers

= SERVERS
Al servers| 1 total

Dashboard
.
ADDs
18 DHCP
£ DNS

Server Name | [Pv4 Address Manageability Last Update Windows Activation
_ INF-DCOT 100102 Online - Performance counters not started  10/02/2020 9.26.53 00431-10000-00000-AA397 (Activated)
5 File and Storage Services >

= Print Services

Sielta File and Storage Services -> Shares -> New Share

W2y SHARES VOLUME
o At shares 2t B T]  NENOGON on ko
Volumes - 0 G- O . ©
W Disks S 1 Copaciy: a95ce
1 Storage Pools Share

iscsi NETLOGON ASYSVOLysvoljamo... SMB  Not stered

Work Folders svsvoL CAWindovws\SYSVOLsysvol SMB  Not Clustered

Py
2

L

o to Volumes Overview >

Valitsemme SMB Share — Quick ja sitten Next

P New Share Wizard

Select the profile for this share

File share profile:

Description:

This basic profile represents the fastest way to create an
SME file share, typically used to share files with
based < s

NES Share - Quick =

sh:
NES Share - Advanced E o

ng
Afigured later by

Nyt valitsemme Type a custom Path / ja sitten luomme juurikansioon Work sekd Home
s New Share Wiza =0 X [capedy 568
T Select Folder - o x
Select the server and path for this share NewFolder  Delste
o Pr mhkcm jarno.local 1 perfiogs
Server Name Status ClusterRole  Owner Node n (4 )perﬂngs e
inf-dc01 Online Not Clustered b i PGS 680)

7 Program Files
1 [ Program Files (x86) =l
> B uar 1 windows

b [ windows

Share location:

O Select by volume:

Volume Free Space Capacity _File System
c 419GB 495GB NTFs

The location of the file share will be 3 new folder in the \Shares directory on the selected

® Type a custom path:

Folder:




Valitsemme Work kansion seka Select Folder, jotta pddsemme eteenpdin

= Select Folder

New Folder Delete

4 (& inf-dc01jarno.local

perflogs

Program Files
Program Files (x&6)
users

windows

Folder: CThWork

s New Share Wizard

— ]

Select Folder | [ Cancel

Select the server and path for this share

Sel

D Server

Server Name

Status

== o

inf-dicol

Share location:

Select by volume:

Volume

Online

Cluster Role

Owner Node

Not Clustered

c:

Free Space
41.9 GB

Capacity

File System
495GB NTFs

The location of the file share will be a new folder in the \Shares directory on the selected
volume.

Type a custom path:
[Exwerk

] [ Browse.. |

Tassa voimme vield antaa kuvauksen jaolle / Share description
e New Share Wizard [m] <
Specify share name
Select Profile Share name: Work
Share description: |9 seka muu tys iaf
Local path to share:
CAWork
Remote path to share:
Winf-dcO1\Work
Nexts



Nyt voimme vield valita lisdasetuksia, oletuksena on paalla Allow caching of share ja suosittelen myos
lisédmaan Enable access-based enumeration, eli tama tarkistaa, jos kayttdja keta yrittaa listata
kansiosta jaossa ja ei ole luku oikeuttaa kansioon, niin se piilottaa sen listauksesta.

Eli tama ndyttda vain ne kansiot johon kayttajalla on paasy.

2 New Share Wizard - [m] x

Configure share settings

Enable access-based enumeration
Access-based enumeration displays only the files and folders that a user has permissions to
access. If a user does not have Read for equivalent) permissions for a folder, Windows hides the
folder from the user's view

Allow caching of share

Caching makes the contents of the share available to offline users. If the BranchCache for
Metwork Files role service is installed, you can enable BranchCache on the share,

Enable BranchCache on the file share
BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.
[] Encrypt data access
When enabled, remote file access to this share will be encrypted. This secures the data against

unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.

Taman jdlkeen voimme vield hallinnoida NTFS oikeuksia, mutta naitd voimme vield saataa tamankin
jalkeen, joten menemme oletuksilla Next eteenpéin

[z New Share Wizard - O X

Specify permissions to control access

Profie Permissions to access the files on a share are set using a combination of folder permissions, share

are Location permissions, and, optionally, a central access policy.

Share permissions: Everyone Full Control

Folder permissions:

Type Principal Access Applies To

Confirmation Allow  CREATOR OWNER Full Control Subfolders and files only
Allow  BUILTINWUsers Special This folder and subfolders
Allow  BUILTINWsers Read & execu...  This folder, subfolders, and files
Allow  BUILTINVAdministrators ~ Full Control  This folder, subfolders, and files
Allow  NTAUTHORITY\SYSTEM Full Control  This folder, subfolders, and files




Lopuksi saamme vield varmistus ikkunan muutoksista jota olemme tekemassa, Create luodaksemme

jaon.

T New Share Wizard

Confirm selections

Select Profile
Share Location
SHARE LOCATION

Share Name Server:

Qther settings Cluster role:

Permissions

Confirmation

Local path:

SHARE PROPERTIES
Share name:

Access-based enumeration:
Caching:

BranchCache:

Encrypt data:

Confirm that the following are the correct settings, and then click Create

inf-de01
Not Clustered
C\Weork

Work

Tiimikansiot seka muu tymaterizalia
SME

Enabled

Enabled

Disabled

Disabled

Ja onnistuneen luonnin jalkeen saamme oheisen ikkunan, Close

= Mew Share Wizard

View results

= [} X

The share was successfully created.

Task
Create SMB share
Set SMB permissions

Progress Status
I Completed

I (ompleted

< Previous Next >

Ja nyt voimme avata uuden jaon osoitteesta \\inf-dcO1\Work

T[] = | work
Home  shore  view

= v 4 L > Network » inf-dc0l > Work

Name -

# Quick access
I Desktop
J Downloads
%] Documents
=] Pictures
D Music

System3Z2
B videos

% % N

¢ OneDrive
I This PC

=¥ Network

Date modified Type Size

This folder is empty.



Nyt teemme hieman oikeusmuutoksia / NTFS Security tdhan Work kansioon. Olemme luoneet sinne
Finance nimesin kansion, jonne haluamme sallia vain paasyn ALL-Finance Active Directory Security
ryhmaén jasenille. Oikeuksia tulee oikea oppisesti jakaa vain ryhmille, ei suoraan kayttdjille, jotta

hallinta olisi hel[pompaa ryhmien kautta.

Eli Finance kansion kohdalta hiiren oikea -> Properties -> Security -> Advanced -> Disable inheritence.

Tama siksi, ettd voimme poistaa kansioon periytyneet oikeudet ylatasolta, eli c:\shares kansiosta ja

sen jalkeen voimme vasta tehdad NTFS oikeus muutoksia tdhan kansioon.

< | Wo - O X
Hame Share View (2]
v A s Network » inf-dedl > Work el m o
N Finance Properties X
Name Date modified Type
A Quick access General Securty  Previous Versions  Customize
N . Finance 10/02/2020 .38 File folder
Obiect name:  \inf-dc0T\Work\Finance
Advanced Security Settings for Finance u} X
Group or user names
B8.CREATOR OWNER -
Name: \Ninf-ded1\Weork\Finance 82 svsTEM
Owner: Administrators JARNO\Administrators) Change :a*‘d”“”‘g""“ ({ARNO\Administratore) -
Permissions Share Auditing Effective Access To change pemissions. click Edt Ed...
Pemissions for CREATOR
For additional information, double-click a permission entry. Te medify a permission entry, select the entry and click Edit (if available). OWNER Alow Deny
. Full control ~
ermission entries:
Madify
Type  Principal Access Inherited from Appliesto Read & execute
88 Alow  SYSTEM Full control Parent Object This folder, subfolders and files List folder conterts
8% Allow  Administrators JARNO\Admi... Full control Parent Object This folder, subfolders and files Read v
2 Allow  Users UARNONUsers) Read & execute Parent Object This folder, subfolders and files Pl posin kool wiio T
B2 Allow  Users JARNONUsers) Special Parent Object This folder and subfolders cliek Advance:
BB mlow  CREATOR OWNER Full control Parent Object Subfolders and files only
oK Cancel Apply
Add Remove View
Disable inheritance
[] Replace all child object permission entries with inheritable permission entries from this object
Cancel Apply

Téhan vastataan Convert inherited permisssions into explicit permission on this object, eli sdilytetdan

olemassa olevat oikeudet

Block Inheritance x

|, What would you like to do with the current inherited permissions?

You are about te block inheritance to this object, which means that permissions
inherited from a parent ohject will no longer be applied to this object.

— Convert inherited permissions into explicit permissions on
this object.

—> Remove all inherited permissions from this object.

Cancel



Taman jdlkeen voimme tehdad muutoksia taman kansion NTFS oikeuksien maarittelyyn. Eli valitsemme
Edit ja poistamme Users (Jarno\Users) ja sitten lisadmme ALL-Finance Active Directory ryhmén ja
annamme télle ryhmalle Modify oikeudet.

Full Control tason oikeutta en suosittele antamaan, koska silla voivat tdma All-Finance ryhmaén jasenet
tehda hallinnasta haastavaa yllapitdjan kannalta @

. » MNetwork » inf-dc01 » Work »

A
- Permissions for Finance x | Finance Properties x
Marne
s Security General Secuty Previous Versions Customize
Finance I
- S :
Development Object name:  \\irf-de01'Work\Finance Object name:  \inf-de(T\Work\Finance
i * Sales
b * GI’OUP Or user names: GleD N e,
5
IT B8 CREATOR OWNER S8 CREATOR OWNER ~
* SR SYSTEM S25YSTEM
82 Admiristrators (JARNO\Administrators) B2 Admiistrators [JARNO'\Administrators) v
< >
U
To change permissions, click Edit | Edit 1
‘enmissions for
P for CREATOR
— OWNER Allow Deny
|
Full control it
Permissions for Users Deny Modify
Read & execute
Full cortrol | .
older contents
Modfy 0O List fold ntent:
Read %
Read & execute O
List folder conterts | For special pemissions or advanced setfings, [ aguanceq |
Read O B click Advanced. _—
Apply Apply
Home  Share  View
v 4 s Network > inf-deDl > Work » A,
| [ Permissions for Finance * Fmance Eioperhes X
Name
# Quick access Secutty Genersl Securty | Previous Versions  Customize
-  Finance
Object name:  Winf-de01\Work'\Finance
Select Users, Computers, Service Accounts, or Graups X | Oblectname: \NinfdcD1\Work\Finance :
Group or user names
Group or user names:
xion e el e T 58 CREATOR OWNER SL.CREATOR OWNER 2
‘Useﬁ‘Gmups‘cr Buitin securty pincipals | | Object Types... | 42 5vSTEM S8 5YSTEM
From this location 52 WARNO! 8 Administrators (JARNO\Adminisirators) e
1 < >
‘\amn Jocal | | Locations... |
To change pemissions. click Edit
Enterthe object names to select (zxamples) Penmissions for CREATOR
[ALLEnance] [ Greck Hames | p— . OWNER
- - Full control ~
Permissions for Deny Medify
Read & execute
Full control e
= [N == ) | r o T
Read & execute O Read v
List folder contents O For special pemissions or advanced seftings. |
Read o . click Advanced L
| ok || caned || Aepy | Aoply
L > Network > inf-dcdl > Work > 2.
~| [ Permissions for Finance x FinaneE Pupeiics *
Name
= Security General Secunty  Previous Versions  Customize
" Finance i
Development Obiect name:  WVinf-dc01\Work*\Finance Object name:  Winf-dc01\Work\Finance
[C—
. . Sales S Group or user names
% B2 AL Finance (JARNO“ALL-Finance} SREREATUE WSS 2
* £2.CREATOR OWNER S&SYSTEM
82 5YSTEM E‘Mm\nlstralnrs WARNO\Administrators) e i
B8 Administraters (JARNO\Administraters)
To change pemissions, ciick Eit |
Permissions for CREATOR o ‘
—— OWNER Alow Dery.
N P cortd ~
Permissions for ALL-Finance Alow Deny Modfy
Full control [ Ees’d‘:e’me
Aoy 0 st folder contents
Read & execute O Fead L
List folder conterts ] For special permissions or advanced settings, | advanced |
Read O . click Advanced. | ndvanced |
ok ]| Camca || sy | [ ok ] [cancsl | [ Anel




Kun olemme muuttaneet Finance kansion oikeuksia, voimme luoda Active Directory kayttajalle
jarno.nousiainen oman kotikansion c:\Shares\home nimella jarno.nousiainen.

Taman jalkeen poistamme siltakin myds periytyvat oikeudet, jonka jélkeen poistamme Users ryhmalta
oikeudet tdhan kansioon jarno.nousiainen seka lopuksi lisadmme Active Directory kayttajalle
jarno.nousiainen Modify oikeudet tahan jarno.nousiainen kansioon.

€ > 1B
7 Quick access
I Desktop
4 Downloads
[ Documents
&=| Pictures
D Music

System32

B Videos

#&. OneDrive

O Thispc

o Network

Netwerk » inf-de01 » home »

Name

jamo.nousiainen

Date modified

10/02/

Type

File folder

Lisddmme my0s tdssa valissa jarno.nousiainen@jarno.local kayttajan Active Directory ryhmaan ALL-IT,
jotta voimme tarkistaa, ettd tama Work kansioon Access-based enumeration (ABE) toimii, eli
kadyttdjan jarno.nousiainen@jarno.local ei pitdisi ndhda kansiota Finance Work verkkojaossa ollenkaan,

vaan pelkastaan IT kansion johon talla ryhmalla ALL-IT on oikeudet paasta.

] Active Directory Users and Computers [inf-de01.jamo Jocal]

| Saved Queries
~ & jamolocal
| Builtin
9 Computers
=1 Domain Controllers

| ForeignSecurityPrincipals

| Keys
“| LostAndFound

| Managed Senvice Accounts

1 Program Data
~ &1 Root

v &l People

7 Development

5 Finance
om
7 Sales
/| Computers
| Development
| Finance
| Sales
i
oups

<
B
B o

<
B
B o E

Development
Finance

Sales
i3 m
& servers

9 System
7 Users

| NTDS Quotas
| TPM Devices

Name Type

Description
&, Jamo Nousiainen User
Password Replcation  Objeet  Secuty  COM+  Afrbute Edtor
General Address Account Profile Telephones
Orgarization Publshed Certficates Member Of
Member of:
Name Active Directory Domain Services Folder
Domain Users jamo Jocal/Users
Select Groups X
Select this object type:
[Groupsor Buitn securty pindpals | | object Types
From this location:
‘\amu Jlocal ‘ [
Enter the object names to select (xamples).
ALLIT] Check Names
Advanced Cancel
oK Cancel pp Help

Lisddmme my0s jarno.nousiainen@jarno.local Active Directory kadyttdjélle Profile vililehdelle Home
folder kohtaan taman \\inf-dcO1\home\jarno.nousiainen verkkolevyksi ja annamme sille kirjaimen H:

Jarno Nousiainen Properties

Organization
Password Replication

General Address

User profile

Published Cetficates
Object

? x

Member OF
Attrbute Edtor
Telephones

COM=
Profile:

Securty
Account

Profie path: |

Logonseipt: |

Home folder

© Local path

(®) Connect: H v

To: [Vinf<del\home'jamo.nousiainer|

Cancel Apply Help



Taman jdlkeen luomme Group Policy Objecti jolla litdmme verkkolevyksi kaikille kayttdjille

c:\Shares\Work levyn

GPO Objectin nimeksi tulee Map-Network-Drive-Work

|4 Group Policy Management
v A\ Forest: jarno.local
w |55 Domains
v #3 jamo.local
5| Default Domain Policy
2 Domain Controllers
~ [2] Root
Computers
Groups
Peaple

B [ [

Development

Finance

a] IT

o] Sales

Servers

v (%t Group Policy Objects

Default Domain Controllers Policy

Default Domain Policy
 WMI Filters
[ Starter GPOs

@ Sites

i Group Policy Madeling
% Group Policy Results

Default Domain Policy
Scope  Details Settings Delegation
Links
Display links in this location g

The following sites, domaing, and O Us are linked to this GPO

Location Enforced Link Enabled Path

Fidiamo Jocal No Yes jamoocal
New GPO X
Name:

Map-Network-Drive-Work|

Source Starter GPO:

frone) ~

Security Filtering
The settings in this GPO can only apply to the following groug Cancel
Mame:

B2 Authenticated Users

Muokkaamme User Configuration -> Prefences -> Windows Settings -> Drive Maps oheisen kuvan

mukaisesti.

Action -> Update

Location -> \\inf-dc01\Work
Reconnect ruksi

Label as: -> Work

Driver Letter -> Use W

I G Policy Ma

File  Action View Help

== FE Blmd = HME B o +

=] Map-MNetwork-Drive-Work [IM| rame
~ & Computer Configuration
| Policies
1 Preferences
~ & User Configuration
= Policies
~ [] Preferences
~ [O] Windows Settings
@ Applications
=2 Drive Maps
Environment
3 Files
Folders
Ini Files
@ Registry
[# Shortcuts
[E Control Panel Setti

Crder Action | Mew Drive Properties e

T General  Commeon
[== -

Location: [ Winf-deo1ywerk |

Reconnect: Label as: | work |
Drive Letter

() use first available, starting at: (@) Use:

Connect as {optional)

Hide/Show this drive
(@) Mo change
(O Hide this drive
() Show this drive

Hide/Show all drives

(@) Mo change
(O Hide all drives
) Show all drives

po Aoty Hreln

= > | % Preferences j, Extended j, Standare

Dirive Maps




Jonka jalkeen GPO objekti nayttaa tallaiselta

=/ Group Policy Management Editar - o X
File Action View Help
LL A R=EL I-IE] o+t
=] Map-Network-Drive-Work [IN| Name ~ Order  Action  Path Reconnect
v i Computer Configuration || ey, 1 Update  \inf-dcDT\Work Yes
| Policies

] Preferences
~ & User Configuration
1 Policies
v [ Preferences
~ ] Windows Settings
(@) Applications
2 Drive Maps
Environment
7 Files
5 Folders
[2] Ini Files
@ Registry
[#] Shortcuts
(4] Control Panel Setti

< > |, Preferences j Extended }, Standard |/

Drive Maps
Taman jalkeen vield linkitAmme tdman luomamme GPO objectin OU:hun People klikkaamalla OU:n
People kohdalla hiiren oikealla ja valitsemalla Link and Existing GPO

ggu;p Pu\l(yMa‘nag‘EmEnl People
~ orest: jarno.local
~ (55 Domains
~ &4 jamolocal L
i/ Default Domain Policy
=1 Domain Controllers

Linked Group |

~ [&] Root
51 Computers
51 Groups
~ &1 Pe
= Create a GPO in this domain, and Link it here...
=i Link an Existing GPO...
=] Block Inheritance
= Group Policy Update...
51 Se
& Groug Group Policy Medeling Wizard...
De New Organizational Unit
De
il View >
WMIF New Window from Here
T Starter —
£ Group Policy. (e
% Group Policy. Refresh
Properties
Help

Ja valitsemme Map-Network-Drive-Work

& o .
ES File Action View Window Help
o nmE BIXE G|

&, Group Palicy Management People
~ A\ Forest: jamollocal
+ [Z. Domains i

v &4 jamo.local | —— =
i/ Default Domain Palicy Select GPO X
omain Controllers
Root Lookin this domain:

Linked Group Policy Objects  Group Policy Inheritance  Delegation

~
Computers jamo.local %
Groups
v 2] People Group Policy objects:
= Development =
2] Finance Name
Eiflng Defauit Domain Controllers Policy
5 Sales Default Domain Policy
=1 Servers Map-tetwork-Drive-Work

~ [ Group Policy Objects
Default Domain Controllers Policy
Default Domain Palicy
Map-Network-Drive-Werk
% WMI Filters
L&) Starter GPOs
@ Sites

it Group Policy Modeling
% Group Policy Results

o




Ja tdman jélkeen, kun olemme kirjautuneet Windows 10 v1909 koneelle kayttajalla
jarno.nousiainen@jarno.local niin ndemme sekd Home ja Work kansion This PC ndkymassa

L This PC

~ Devices and drives (2) Bl Command Prompt
MNetwork A

"y 45,6 GB free of 79,4 GB L

~ Network locations (2)

jarne.nousiainen Work (W)
(inf-dc01vhome) (H:)
o o W™ 12 e free of 0.4 G

Seka kun menemme Work kansioon, ndemme vain Common (avoin kaikille kayttgjille) ja IT kansion
johon meilld on vain péaasy.

Finance kansiota emme nde, kun meille ei ole siihen lukuoikeutta.

& 3« 4 = ThisPC > Work (W)

Name Date modified Type
s Quick access
Common File folder
Deskto
= " T File folder
4 Downloads

| Documents
=] Pictures
B Music

B videos

[ This PC

¥ Network



